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BROCHURE OVERVIEW

Effective counter-terrorism, including the prevention, detection, 
foiling, and investigation of terrorist attacks requires efficient 
multi-agency cooperation and timely data sharing both at a 
national and an international level. It is essential that data-
sharing activities for the purposes of counter-terrorism respect 
and fully comply with the established standards and principles 
of human rights. This brochure provides an overview of relevant 
framework documents and existing EU mechanisms and tools 
for information exchange as part of law enforcement and judicial 
cooperation for effective counter-terrorism.
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The Global Counterterrorism Forum (GCTF) is an informal, apolitical, multilateral counter-ter-
rorism platform that contributes to the international architecture for addressing terrorism.1 
The GCTF’s mission is to diminish terrorist recruitment and increase countries’ civilian capabil-
ities for dealing with terrorist threats within their borders and regions. Central to the Forum’s 
overarching mission is the promotion of a strategic, long-term approach to prevent and coun-
ter terrorism and the violent extremist ideologies that underpin it. GCTF seeks to facilitate the 
implementation of the United Nations Global Counter-Terrorism Strategy.2 

1  Global Counterterrorism Forum (GCTF), 2021.
2   United Nations General Assembly, The United Nations Global Counter-Terrorism Strategy, A/RES/60/288, 20 September 2006.

FRAMEWORK FOR LAW ENFORCEMENT AND  
JUDICIAL COOPERATION AND DATA SHARING  
FOR COUNTER-TERRORISM

When reviewing the UN Global Counter-Terrorism Strategy in 2021,  
the UN General Assembly:

                    reaffirm[ed] that Member States must ensure that any measures taken to 
counter terrorism comply with all their obligations under international law, 
in particular international human rights law, international refugee law and 
international humanitarian law, underscore[d] that respect for human rights, 
fundamental freedoms and the rule of law are complementary and mutual-
ly reinforcing with effective counter-terrorism measures, and are an essen-
tial part of a successful counter-terrorism effort, note[d] the importance of  “

https://www.thegctf.org/
https://www.un.org/counterterrorism/un-global-counter-terrorism-strategy
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respect for the rule of law so as to effectively prevent and combat terrorism, 
and note[d] that failure to comply with these and other international obliga-
tions, including under the Charter of the United Nations, is one of the factors 
contributing to increased radicalisation to violence and fosters a sense of 
impunity.”

The General Assembly also stressed that “when counter-terrorism efforts neglect the 
rule of law at the national and international levels and violate international law, in-
cluding the Charter of the United Nations, international humanitarian law and interna-
tional refugee law, human rights and fundamental freedoms, they not only betray the 
values that they seek to uphold, but they may also further fuel terrorism and violent 
extremism that can be conducive to terrorism”.

During the Strategy review, the General Assembly underscored the importance of in-
ternational cooperation in terror-related criminal investigations and criminal proceed-
ings and called upon Member States to ensure the criminalisation and prosecution of 
terrorism offences. There is a need for promoting national sentencing policies, prac-
tices or guidelines for the treatment of offenders in which the severity of penalties for 
offenders is proportionate to the gravity of offences in accordance with national leg-
islation. Individuals that are being prosecuted for or have been convicted of terrorism 
offences should be treated humanely and their human rights should be respected, in 
accordance with international law. Consideration should be given to measures to re-
duce recidivism, including, where applicable and pursuant to their applicable domes-
tic laws, the rehabilitation and reintegration of prisoners into society.

Source: United Nations General Assembly,  
The United Nations Global Counter-Terrorism Strategy:  

seventh review, A/RES/75/291, 2 July 2021.

There is international consensus that upholding human rights, fundamental freedoms, and 
the rule of law are essential prerequisites for effective counter-terrorism and that law enforce-
ment and judicial cooperation, including data sharing needs to be carried out in ways that 
promote and reinforces the importance of these principles.

The Global Counterterrorism Forum (GCTF) has adopted a body of framework documents in 
the field of criminal justice and the rule of law that deal with data sharing as part of criminal 
investigations and trial proceedings. 

A common issue in cases involving terrorism charges relates to the process of disclosing in-
formation to suspects and accused about the allegations that have been formally lodged 
against them.  Disclosing such information is essential for ensuring that the requirements of 
a fair trial are met. At the same time, such information may be considered sensitive due to 
national security concerns.3

3   Global Counterterrorism Forum, Hague Memorandum on Good Practices for the Judiciary in Adjudicating Terrorism 
Offences.

https://www.thegctf.org/About-us/GCTF-framework-documents
https://undocs.org/en/A/RES/75/291
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Rabat Memorandum on Good Practices for 
Effective Counterterrorism Practice in the Criminal 
Justice Sector 

The memorandum addresses the 
need for enacting measures to 
protect sensitive law enforcement 
and intelligence information in ter-
rorism cases.4 In order to safeguard 
the lives of victims and informants, 
protect sources and methods, and 
maintain the usefulness of sensi-
tive investigative techniques, gov-
ernments must be able to protect 
certain types of information and 
techniques from public disclosure, 
even in the course of public crim-
inal justice proceedings. Recom-
mended measures that could be 
applied for protecting classified or 
sensitive law enforcement infor-
mation include: 

a. holding a closed hearing;

b.  having the judge review the intelligence or other information to deter-
mine whether it should be disclosed;

c.  other appropriate measures, including measures that help further the 
protection of the privacy interests of victims and informants from po-
tential interference or attacks.5  

The memorandum further develops this point by setting out two approaches – a ‘civil law’ 
approach and a ‘common law’ approach – for developing a relevant legal framework. Both 
approaches though have a common starting position, and that is to determine if the informa-
tion can be declassified without harm to the sources, methods, witnesses or national security, 
so that it may be included with all other evidence or information in the case.6

4   Global Counterterrorism Forum, Rabat Memorandum on Good Practices for Effective Counterterrorism Practice in the 
Criminal Justice Sector.

5   Global Counterterrorism Forum, Rabat Memorandum on Good Practices for Effective Counterterrorism Practice in the 
Criminal Justice Sector.

6   Global Counterterrorism Forum, Hague Memorandum on Good Practices for the Judiciary in Adjudicating  
Terrorism Offences. The description of the two approaches is as outlined in the Hague Memorandum.

Hague Memorandum on Good Practices for the 
Judiciary in Adjudicating Terrorism Offences  

https://www.thegctf.org/About-us/GCTF-framework-documents
https://www.thegctf.org/About-us/GCTF-framework-documents
https://www.thegctf.org/About-us/GCTF-framework-documents
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The civil law approach generally addresses this issue in the investigative phase of the case. 
Most states that follow the civil law approach cannot include intelligence information in the 
file as evidence. Rather intelligence is provided to prosecutors, police, or magistrates/investi-
gating judges for lead purposes so that a law enforcement investigation may be developed to 
produce the necessary evidence. Where it appears classified information needs to be turned 
over, states following the civil law approach have developed different means to obtain an 
independent review of the intelligence.

The common law approach generally addresses the issue with the trial court in the pre-trial 
phase of the case. The prosecutor, working with the relevant intelligence agencies, identifies 
what classified or otherwise sensitive national security information is relevant to the case. 
The prosecutor then files a motion with the trial court that there is classified information 
involved in the case and the prosecution is requesting an ex parte, in camera hearing to ad-
dress the proposed redactions, summaries, or substitutions for the classified information. The 
judge’s primary role at this stage is to ensure that the information that will be turned over to 
the defence still provides the accused with the essence of the case against them or with the 
information that is exculpatory or otherwise favourable to the accused, thus ensuring the ac-
cused’s right to a fair trial is secure while still addressing the national security concerns. 

The GCTF has developed recomendations to assist states with the protection of sensitive in-
formation during criminal proceedings which outline a set of relevant key principles.7 

7   Global Counterterrorism Forum, Recommendations for Using and Protecting Intelligence Information in Rule of Law-Based, 
Criminal Justice Sector-Led Investigations and Prosecutions.

Recommendations for Using and Protecting 
Intelligence Information in Rule of Law-Based, 

Criminal Justice Sector-Led Investigations  
and Prosecutions 

Respect for Rule of Law and  
Human Rights

States should implement effective 
processes and procedures to ensure 
that, in compliance with due process 
and the right to a fair trial, intelligence 
can be effectively and appropriately 
used in criminal investigations and 
prosecutions. These include laws and 
policies which fully describe the pur-
pose, procedures, means, and methods 
for protecting intelligence information, 
sources, methods, and witnesses in 
criminal investigations and trials. 

https://www.thegctf.org/About-us/GCTF-framework-documents
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Relationship between Law Enforcement and Intelligence Agencies

States should have mechanisms and procedures that allow intelligence informa-
tion relevant to terrorism threats to be shared, where with authorised law enforce-
ment personnel. Often when intelligence information is shared with law enforcement 
personnel, it remains under the control of the relevant intelligence service or agency of 
origin. For example, even if specific intelligence information might be useful in obtain-
ing a search warrant or in requesting authority to engage in electronic intercepts, that 
information may only be used for such purposes if the originating intelligence agency 
consents to such use.

Where it appears that classified intelligence or other sensitive national security infor-
mation is relevant to a criminal matter and needs to be provided to law enforcement 
or judicial personnel, states should ensure that their procedures allow the sufficient 
oversight and independent review to guarantee appropriate balance between national  
security and the right to a fair trial. One model for conducting such a review includes 
the ‘fusion’ centre concept whereby the relevant law enforcement, prosecutors and in-
telligence services meet regularly to share and discuss relevant information. One way 
of developing an effective fusion centre is for the various personnel to share a location 
for the operational phase of an investigation allowing intelligence to be discussed daily 
and facilitating joint decisions on whether and how intelligence can be used in the case. 
Financial intelligence units may also consider having their own internal law enforcement 
unit that can play such a role.

To facilitate instances where intelligence information may be appropriately used to sup-
port law enforcement activities, states should consider establishing mechanisms or 
procedures by which intelligence agencies may be made aware of the standard 
rules of evidence used in judicial proceedings in the relevant country. Having law 
enforcement personnel work side-by-side with relevant intelligence counterparts may 
help to optimise the appropriate use of relevant intelligence information to support law 
enforcement investigations and judicial proceedings. Practical aspects of the relationship 
between investigative personnel or prosecutors and intelligence agencies may include: 
(1) evaluating whether the investigations comply with applicable domestic and interna-
tional law, including international human rights law; (2) providing input, as appropriate, 
to choices being made by law enforcement and /or intelligence agencies and the tools 
being employed by such agencies to collect information at early but critical phases of a 
criminal case; (3) advising how intelligence can be collected in a manner that will make 
it more likely to be admitted in the Court when criminal charges are foreseen and will 
ensure that sources and methods will not be exposed during the criminal proceedings; 
and (4) where applicable, obtaining court authorisation for use of special investigative 
techniques.

Transforming Information Gathered in Clandestine  
Investigations into Evidence

Upon receipt of intelligence information, law enforcement personnel should evaluate the 
authenticity or reliability of the information and determine how it may best be used un-
der their legal system, if at all, to support an investigation or as evidence in a prosecution.  
In determining the authenticity or reliability of the intelligence information and whether 
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it can or should be used to support an investigation or prosecution, consideration may 
be given to the legal authorities under which the intelligence was collected, the means 
or techniques by which the intelligence was collected, and the reliability of the source of 
the information. Such considerations may inform whether the use of the intelligence in a 
criminal proceeding is appropriate. 

Protection of Witnesses and Intelligence Information at Trial

States should have mechanisms and procedures for guaranteeing that relevant 
sources and methods that underlie intelligence information provided to law en-
forcement or judicial officials are sufficiently protected. Intelligence information ap-
propriately shared with law enforcement or judicial officials may be useful as potential 
evidence in supporting a criminal proceeding, but such sharing may create an obliga-
tion to disclose the information to the defendant. States should have procedures and 
mechanisms for dealing with such obligations. Possible measures to achieve the balance 
between the accused’s right to a fair trial and the protection of national security and wit-
nesses include:

a.  using intelligence information solely for lead purposes for law enforce-
ment, which must then develop evidence through law enforcement tech-
niques;

b.  using an independent commission to review the relevant intelligence and 
decide if it should be declassified and turned over;

c.  using a national-level terrorism prosecutor who is not involved in the case 
to review all relevant intelligence and decide what should be turned over;

d.  appointing a “special advocate” for the defence who will have the ability to 
review the intelligence information;

e.  having a separate judicial process to review the information, conduct the 
necessary assessment and determine whether the information should be 
disclosed and in what form;

f.  having the trial court determine how best to handle the disclosure of intel-
ligence information in criminal proceedings; 

g.  providing security clearances to defense counsel to enable the govern-
ment to discuss, and provide such counsel with relevant intelligence in-
formation;

h.  developing rules of procedure that ensure all evidentiary rulings involving 
the handling of intelligence information in criminal proceedings are im-
mediately appealable to a higher court without the need first to proceed 
to trial;

i.  developing rules of procedure which make it clear that a prosecution can-
not be ordered by any judicial official or court to proceed to trial where 
such a proceeding will require an unacceptable risk of disclosure of intelli-
gence or other national security information. 
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Protection of Intelligence Information Shared between States

To facilitate international intelligence sharing with regard to countering terrorism, 
states should develop processes and mechanisms to permit the sharing of relevant 
intelligence while ensuring the source state maintains control over how that intel-
ligence is used by the receiving state. States should have rules of procedure and ev-
idence in place that would prevent the admission of intelligence collected by another 
state in a manner that violates fundamental human rights, such as information obtained 
through torture. Additional measures that can facilitate greater sharing of intelligence 
information between states include:

a.  promotion of respect for human rights by intelligence agencies by all 
states;

b.  providing assurances to states as to how their sensitive information will be 
handled and protected with regards to mutual legal assistance requests;

c.  working closely with other states and foreign prosecutors to ensure disclo-
sure requirements can be met;

d.  signing written agreements on the collection and use of information be-
tween intelligence agencies;

e.  cooperation and coordination in covert investigations to allow for the 
product of those investigations to be used in several different jurisdictions;

f.  using regional agreements to foster cooperation; 

g.  use and enlarging existing networks and improving existing best practices 
concerning international information exchange.

Source: Based on Global Counterterrorism Forum, Recommendations  
for Using and Protecting Intelligence Information in  

Rule of Law-Based, Criminal Justice Sector-Led 
 Investigations and Prosecutions.

Another important aspect pertinent to data sharing in terror-related criminal proceedings 
concerns the role of the media. Timely access to accurate information of court proceedings 
increases transparency and public confidence in the fairness of the justice system, and hence 
the Hague Memorandum on Good Practices for the Judiciary in Adjudicating Terrorism 
Offences recommends that the judiciary should develop rules and procedures for media cov-
erage of public judicial proceedings, in order to avoid excessive limits on the media’s access 
to trial-related information.8 

8   Global Counterterrorism Forum, Hague Memorandum on Good Practices for the Judiciary in Adjudicating Terrorism 
Offences.

https://www.thegctf.org/About-us/GCTF-framework-documents
https://www.thegctf.org/About-us/GCTF-framework-documents
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The Rabat Memorandum on Good Practices for Effective Counterterrorism Practice in 
the Criminal Justice Sector tackles the broader context of the process of data sharing in the 
context of counter-terrorism. This includes strengthening cooperation and coordination 
among government agencies that have responsibilities or information relevant to coun-
ter-terrorism. Effective investigation of terrorist threats often involves the gathering and anal-
ysis of information collected by multiple agencies at a national level, such as intelligence, 
law enforcement, military, finance, and banking agencies, as well as provincial, state, or local 
governments. States are encouraged to consider establishing a legal framework aimed at en-
hancing inter-agency cooperation and information sharing, while maintaining necessary pro-
tections for personal data. Law enforcement agents, prosecutors and other relevant officials 
should work together while respecting their competencies, as determined by the applicable 
legislation, to enable an effective and integrated criminal justice system.9  

9   Global Counterterrorism Forum, Rabat Memorandum on Good Practices for Effective Counterterrorism Practice in the 
Criminal Justice Sector.

Law Enforcement and Judicial Cooperation – Key Elements 

It is important that law enforcement and judicial cooperation for the purposes of 
counter-terrorism is streamlined both at a national and international levels. The 
successful prosecution of terrorist suspects can be hindered if certain terrorism-related 
crimes have not been criminalised in national criminal codes, if a legal basis to facilitate 
extradition or mutual legal assistance (MLA) is missing, or if procedures for law enforce-
ment or judicial cooperation are complicated and lengthy. Law enforcement and judicial 
cooperation can take different forms, and result in police-to-police cooperation, as well 
as judiciary-to-judiciary cooperation, including between prosecutors and courts. This can 
occur through the issuance of a formal request or informally, including through a spon-
taneous exchange of information. Various forms of cooperation can include: questioning 
suspects and witnesses (via video/telephone conference when permitted by domestic 
law, or in person), delivery (in court) of testimony under oath, search and seizure of com-

https://www.thegctf.org/About-us/GCTF-framework-documents
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munication data, real time interception of communications, transfer of proceedings, or 
the collection and transfer of evidence.

In order to facilitate effective communication and cooperation between law enforcement 
officials, investigating judges, and prosecutors of different states, central authorities for 
mutual legal assistance purposes should be strengthened. 

Formal cooperation and information sharing should be enhanced. Possible meas-
ures to achieve this include:

a.  Promoting awareness of applicable mutual legal assistance procedures 
that guide international cooperation in criminal matters through regular 
training for all actors operating in the criminal justice sector. Such train-
ing should address the need to share information with international and 
regional police cooperation organisations, as well as the human rights im-
plications of using shared databases, including obligations under interna-
tional law, to refrain from interfering arbitrarily or unlawfully with privacy. 

b.  Standardising and expediting mutual legal assistance procedures, for ex-
ample, through the use of common templates and electronic transfers of 
requests.

c.  Facilitating bilateral and multilateral consultations between relevant au-
thorities on the submission of requests for legal assistance, in order to 
ensure that such requests contain all elements that are required for pro-
cessing. 

It is important to promote trust-building and network development. Informal net-
works (e.g. European Judicial Network – EJN) are often very useful for sharing information 
and experience. The informal sharing of information might also be instrumental during 
the preliminary stage of an investigation, for example, for establishing a probable cause 
in some jurisdictions for issuing an arrest warrant. Whereas the use of informal networks 
cannot replace the official request and the guarantees regarding chain of custody and 
respect for fair trial that are integrated in the official trajectory, such networks can be lev-
eraged for experience sharing and the exchange of lessons learned and best practices. 

The coordination of criminal investigations should be strengthened. Preparations 
for a terrorist attack might be made in one country, explosives and weapons smug-
gled from another country, instructions received from a third country, and the actual 
(planned) attack taking place in yet another country. At the minimum, it could be neces-
sary for the law enforcement and judicial officials to contact and/or seek assistance from 
their counterparts in other countries, and request expedited assistance on an informal 
law enforcement to law enforcement basis in the investigation of criminal acts commit-
ted within their territory. Good practices for promoting coordination include leveraging 
the resources and expertise of international or regional police and judicial cooperation 
organisations (e.g. INTERPOL, Europol, Eurojust) and making use of Joint Investigation 
Teams – JITs.

Source: Global Counterterrorism Forum, Abuja Recommendations on the Collection,  
Use and Sharing of Evidence for Purposes of Criminal  

Prosecution of Terrorist Suspects.

https://www.thegctf.org/About-us/GCTF-framework-documents
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Joint Investigation Teams (JITs)

A joint investigation team (JIT) is an international cooperation tool based on an agree-
ment between competent authorities – both judicial (judges, prosecutors, investigative 
judges…) and law enforcement – of two or more States, established for a limited dura-
tion and for a specific purpose, to carry out criminal investigations in one or more of the 
involved States. JITs have two main advantages when compared with traditional forms 
of police and judicial cooperation: (1) JITs enable the direct gathering and exchange of 
information and evidence without the need to use traditional channels of mutual legal 
assistance (MLA). Information and evidence collected in accordance with the legislation 
of the State in which the team operates can be shared on the basis of the JIT agreement; 
and (2) members of the team from a State other than the one in which the JIT operates are 
entitled to be present and to take part – within the limits foreseen by national legislation 
and/or specified by the JIT leader – in investigative measures conducted outside their 
State of origin. EU instruments describe two particular situations in which a JIT can be 
established: (1) for cases demanding cross-border investigations; and (2) for connected 
investigations that require coordination. 

Source: Based on Council of the European Union, Joint 
Investigation Teams Practical Guide,  

14 February 2017.  

https://www.eurojust.europa.eu/jits-practical-guide-0
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Given the complex and clandestine nature of terrorism which may require specialised inves-
tigative methods and techniques, it is important that states have in place a legal framework 
and practical measures for electronic surveillance in counter-terrorism investigations. 
Lawfully approved forms of electronic surveillance such as wiretapping, tracking devices, and 
the monitoring of Internet and other electronic communications have proven to be effec-
tive tools to combat terrorist activities. Regulating such surveillance can directly promote the 
right of persons not to be subjected to arbitrary or unlawful invasions of privacy. There should 
be an appropriate legal authorisation by the competent authorities to initiate electronic sur-
veillance against a terrorist suspect. Laws authorising electronic surveillance also need to be 
flexible enough to account for rapid changes in communications technology, which terrorists 
may exploit, and should apply the legal principle of proportionality.10 

Providing incentives for terrorist suspects and others to cooperate in counter-terrorism 
investigations and prosecutions can play a key role in the process of evidence collection 
and bringing terrorism perpetrators to justice. Any such program should respect the principle 
that no one should be compelled to testify against themselves or confess guilt. With respect 
to those involved in planning or undertaking terrorist activities, legal systems should have 
the flexibility to take into account cooperation with authorities, including testimony in other 
criminal proceedings, and early admissions of guilt to mitigate punishment. Formal cooper-
ation agreements or ‘plea agreements’ are one way but not the exclusive way to accomplish 
this objective, as are sentencing rules that address the impact of cooperation. It is important 
to ensure that incentives for cooperation do not lead individuals to provide false information 
or evidence to law enforcement authorities.11 

To address the international dimension of the challenges posed by terrorism, states are encour-
aged to develop practices and procedures to encourage international cooperation in 
counter-terrorism matters. Possible measures include strengthening central authorities to ef-
fectively respond to international requests for assistance; raising awareness among prosecutors 
and other relevant officials of existing national and international extradition and mutual legal 
assistance frameworks and practices; enhancing mutual understanding and trust through con-
fidence-building.12 

Bringing those involved in terrorism to justice requires the collection of evidence that is both 
credible and admissible in court. This process is pervaded with challenges and even more so 
when it has to be carried out in the context of a conflict or post-conflict situation.13 To assist 
investigators and prosecutors of terrorism cases with building a solid case based on strong and 
admissible evidence, the GCTF has developed the Abuja Recommendations on the Collec-
tion, Use and Sharing of Evidence for Purposes of Criminal Prosecution of Terrorist Sus-
pects.14 The Abuja Recommendations address a set of issues related to data management and 
sharing in the context of terror-related criminal proceedings. These include the handling and 
use of forensic evidence; the handling and use of electronic evidence; and the handling and use 
of evidence provided by the military. 

10   Global Counterterrorism Forum, Rabat Memorandum on Good Practices for Effective Counterterrorism Practice  
in the Criminal Justice Sector.

11   Global Counterterrorism Forum, Rabat Memorandum on Good Practices for Effective Counterterrorism Practice 
 in the Criminal Justice Sector

12   Global Counterterrorism Forum, Rabat Memorandum on Good Practices for Effective Counterterrorism Practice 
in the Criminal Justice Sector.

13   On the challenges to evidence collection in conflict and post-conflict settings, see Tanya Mehra,  
Bringing (Foreign) Terrorist Fighters to Justice in a Post-ISIS Landscape: Collecting Evidence from  
Conflict Situations, International Centre for Counter-Terrorism – The Hague, 12 June 2018. 

14   Global Counterterrorism Forum, Abuja Recommendations on the Collection, Use and Sharing of  
Evidence for Purposes of Criminal Prosecution of Terrorist Suspects.

https://www.thegctf.org/About-us/GCTF-framework-documents
https://www.thegctf.org/About-us/GCTF-framework-documents
https://www.thegctf.org/About-us/GCTF-framework-documents
https://icct.nl/publication/bringing-foreign-terrorist-fighters-to-justice-in-a-post-isis-landscape-part-iii-collecting-evidence-from-conflict-situations/
https://www.thegctf.org/About-us/GCTF-framework-documents
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Forensic science can help to prove that a crime has been committed (offence level), to 
identify victims and perpetrators (source level), or to describe the manner in which the crime 
has been committed (activity level). Forensic science can be used in the investigation and 
prosecution of terrorism-related crimes and can in some cases also be used in the preven-
tion of terrorist incidents. It consists of many different methodologies such as ballistic and 
firearms examinations, fibre analysis, forensic chemistry or the use of biometric technology. 
In particular, biometrics – through a semi-automated recognition of individuals based on 
specific traits such as face, fingerprints, iris, voice, DNA or teeth – are frequently used. States 
need to invest in developing their forensic capabilities, which includes investing in scientific 
research, technology, facilities, expertise and training staff but also ensuring that the current 
system is capable of adapting to new scientific developments such as forensic intelligence.15

     

 Collection, Use, and Sharing of Forensic Evidence – Key Elements     

•  It is important to promote the use of internationally accepted or scientifically 
proven standards relevant to retrieving, analysing, and documenting forensic 
data. Forensic laboratories can be established as an independent public body, a pri-
vate organisation, or as an entity linked to a law enforcement agency. Accreditation 
helps to build trust in forensic laboratories by offering assurance that laboratory ac-
tivities are performed in accordance with relevant standards. States should accredit 
their forensic laboratories according to internationally accepted or scientifically prov-
en standards and regularly conduct proficiency tests. States also should, in accord-
ance with international and regional standards, develop national standards for foren-
sic methodologies and ensure proper certification of forensic experts.

•  The collection and storage of forensic data should comply with the estab-
lished human rights standards and requirement for personal data pro-
tection and privacy. States can establish different types of DNA databases for 
criminal investigations purposes: for convicted persons, for missing persons, or 
an elimination database to exclude laboratory staff and law enforcement offi-
cials who have been in contact with forensic data as part of their work. Biometric 
 
 
 
 

15   Global Counterterrorism Forum, Abuja Recommendations on the Collection, Use and Sharing of Evidence for Purposes 
of Criminal Prosecution of Terrorist Suspects.

Forensic science can help to prove that a crime 
has been committed (offence level), to identify vic-
tims and perpetrators (source level), or to describe 
the manner in which the crime has been commit-
ted (activity level). Forensic science can be used in 
the investigation and prosecution of terrorism-re-
lated crimes and can in some cases also be used 
in the prevention of terrorist incidents. It consists 
of many different methodologies such as ballistic 
and firearms examinations, fibre analysis, forensic 
chemistry or the use of biometric technology. In 
particular, biometrics – through a semi-automated 
recognition of individuals based on specific traits 
such as face, fingerprints, iris, voice, DNA or teeth 
– are frequently used. States need to invest in de-
veloping their forensic capabilities, which includes 
investing in scientific research, technology, facili-
ties, expertise and training staff but also ensuring 
that the current system is capable of adapting to 
new scientific developments such as forensic intel-
ligence.15

https://www.thegctf.org/About-us/GCTF-framework-documents
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databases should be able to distinguish amongst those biometrics associated with 
known/suspected threat actors (e.g. terrorists, criminals) and those that are not. To 
protect personal data, states should ensure that databases have a robust and secure 
infrastructure. In order to prevent privacy rights from being significantly eroded by 
the improper collection and retention of biometric data, biometric data should be 
collected and stored for specific, explicit, and legitimate purposes. States need to 
formulate legal requirements regarding the conditions under which DNA can be 
collected without consent; the procedures that should be followed for taking DNA 
samples (for example by obtaining a warrant); the period for which the data can be 
stored; and the ways in which biometric data can be accessed and appealed by the 
accused or be removed from the databases. In order to protect the rights of a child, 
states should establish specific provisions, including appropriate oversight mecha-
nisms regarding the collection, use, and storage of the forensic data of minors. This 
could include consent from parents, limiting the duration of storing biometric data, 
or permanently deleting data when it concerns minor crimes.

•  There is a need for intra-state and international cooperation on the sharing of 
forensic data and evidence. It is important to raise awareness of forensic science – 
including its limitations and opportunities – among criminal justice actors but also 
to enhance understanding of the evidentiary value of forensic evidence among the 
forensic community. Law enforcement officials and prosecutors should be cognisant 
of the different standards of admissibility of forensic evidence that may apply in dif-
ferent countries.

•  The use of forensic evidence in courts should be strengthened. To ensure the 
authenticity and integrity of forensic evidence, law enforcement officials and pros-
ecutors need to carefully document how the forensic data have been retrieved and 
analysed. States should invest in the training of qualified forensic experts, setting 
up a roster of registered forensic experts, using standard terminology and develop-
ing model reports regarding the interpretation and reporting of forensic findings for 
investigation and prosecution purposes. To guarantee fair trial and the principle of 
equality of arms, the defence counsel (lawyer) should be able to question the validity 
of forensic evidence that is presented against the accused. Provisions should be made 
for the disclosure of forensic evidence to the defence counsel and for obtaining advice 
from a forensic expert, including by the integration of forensic science into legal aid. 

Source: Global Counterterrorism Forum, Abuja Recommendations on the 
Collection, Use and Sharing of Evidence for Purposes of Criminal Prosecution 

of Terrorist Suspects.

https://www.thegctf.org/About-us/GCTF-framework-documents
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Information obtained from the internet 
could be categorised as Basic Subscriber In-
formation, Traffic Data, and Content Data, all 
of which can constitute electronic evidence. 
“Data preservation” must be distinguished 
from “data retention”. Data preservation is 
the activity that keeps already stored data 
secure and safe, whereas data retention is 
the process of storing data. Data retention 
refers to an automated retention period of 
stored data relating to traffic information, lo-
cation and basic subscriber data. Electronic 
evidence is volatile, easily altered, damaged 
or destroyed, time sensitive, and not bound 
by territorial jurisdictions. Cooperation with 
service providers is vital in preserving and 
obtaining electronic evidence. As data can 
be permanently in migration or stored in 
multiple or in foreign jurisdictions, law en-
forcement officials and prosecutors seeking 
to submit a mutual legal assistance request 
may encounter significant challenges with 
knowing to which country the request needs 
to be issued. 16 

16   Global Counterterrorism Forum, Abuja Recommendations on the Collection, Use and Sharing of Evidence for Purposes of 
Criminal Prosecution of Terrorist Suspects.

Collection, Use, and Sharing of Electronic Evidence – Key Elements

•  The use of general and cyber-specific tools for obtaining electronic evidence 
should be improved. Law enforcement officials or prosecutors should try to get 
consent from the user or next of kin to obtain data. The term ‘user’ is defined by the 
service providers and often refers to the creator of an account and is sometimes 
used interchangeably with subscriber, referring to the person who is registered  
to use an online service. This could in particular be useful when encrypted tech-
nology has been used. Other tools such as open source investigations – referring 
to publicly available data – can be useful to either locate a user or service provider 
or to determine whether any criminal activity took place. Defining the term ‘open 
source’ narrowly, to prevent potential violations of human rights such as the right 
to freedom of expression, should be taken into consideration. States may consider 
adopting cyber-specific legislation and investing in improving the capabilities of 
law enforcement officials on how to obtain electronic evidence. 

•  Consideration should be given to the process and procedural aspects of lo-
cating and preserving electronic evidence. Once the location of the data is de-
termined, or once the service provider holding the data is identified, law enforce-
ment officials or prosecutors should try to preserve the data as soon as possible to 

https://www.thegctf.org/About-us/GCTF-framework-documents
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prevent it from being altered or deleted. Law enforcement officials or prosecutors 
can, in some jurisdictions, submit a data preservation request directly to a ser-
vice provider, use informal cooperation – such as police-to-police cooperation – or 
send a mutual legal assistance request to preserve the data. Cloud computing is 
making it increasingly difficult to determine where data are stored, as these can 
sometimes be stored in foreign, multiple or unknown jurisdictions leading to a 
‘loss of location’. Depending on whether data are needed for data protection, tax, 
intellectual property or prosecution purposes, different connecting factors are 
used to determine jurisdiction and applicable law.

•  Cooperation with service providers should be encouraged. A service provider 
refers to an entity that transfers information electronically such as telecommuni-
cations companies (landline and wireless), data carriers, cable operators, network 
providers, satellite companies, and internet providers. Service providers are regu-
lated at a national level and have also developed their own internal policies. Stor-
ing data is expensive and whether the service providers retain data depends on 
the national law in the country in which they are based. Service providers can pre-
serve data, disclose data, and respond to emergency requests on a voluntary basis. 
In case a service provider does not have relevant internal procedures in place, law 
enforcement officials could reach out to international or regional law enforcement 
organisations or use police-to-police cooperation with the law enforcement of-
ficials of the country where the service provider is located to seek assistance in 
obtaining electronic evidence. Requests to service providers to take down content 
must be consistent with international human rights law and balanced against the 
fact that the content might be of interest to law enforcement officials and prose-
cutors. Service providers should enhance consistency and standardisation in the 
process of preserving, obtaining, and transferring data and cooperate with rele-
vant authorities to improve the collection of electronic evidence.  

•  Consideration should be given to the process of obtaining electronic evi-
dence located abroad. Electronic evidence is often located in a jurisdiction other 
than where the criminal proceedings take place. The use of informal cooperation 
is often faster and therefore very useful in the context of gathering electronic ev-
idence, particularly when the information is being gathered for intelligence pur-
poses. However, formal cooperation remains crucial, since evidence obtained 
through informal cooperation or directly from the service providers may not be 
admissible in court. 

•  Human rights in the context of electronic evidence should be respected. The 
use of general or cyber-specific tools and data retention rules can have an impact 
on the right to privacy – pursuant to Art. 17 of the International Covenant on Civil 
and Political Rights (ICCPR) – and the protection of personal data. Lawful surveil-
lance and retention of data for the purpose of combatting terrorism is a legitimate 
aim but in some jurisdictions needs to be necessary and proportionate in order to 
avoid being arbitrary. Common safeguards include restrictions to the type of data 
(subscriber data, traffic data or content data) being collected, time limitations to 
the use of investigative tools, effective guarantees against abuse, and independ-
ent oversight mechanisms. Service providers have also adopted privacy policies 
and sometimes have jointly adopted privacy principles. 
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•  The use of electronic evidence in court should be strengthened. Electronic 
evidence is in most countries admissible in court. The use of digital forensics – 
the process of collecting, analysing and reporting on digital data retrieved from 
computers, smart-phones or other similar devices – is vital to present electronic 
evidence in court. When electronic evidence is obtained directly from service pro-
viders, law enforcement officials or prosecutors could request a service provider to 
provide a supporting document to establish the chain of custody or a statement 
indicating that the electronic evidence is self-authenticating. States should invest 
in expanding their capacity in digital forensics, which includes equipment but also 
the training of staff on issues of decryption and assessing reliability of electronic 
evidence. There is a need for developing international standards to improve the 
interoperability of electronic data in different legal systems and improving the use 
of electronic evidence in terrorism-related investigations and prosecutions.

Source: Global Counterterrorism Forum, Abuja 
Recommendations on the Collection, Use and 

Sharing of Evidence for Purposes of Criminal 
Prosecution of Terrorist Suspects.

Law enforcement officials and prosecu-
tors can encounter significant challeng-
es to evidence collection in the context 
of (post-) conflict situations.17 Similar is 
the case with the growing threat posed 
by foreign terrorist fighters (FTFs) and re-
turnees. A lot of information retrieved in 
(post-) conflict situations could be rele-
vant for criminal prosecutions. Examples 
include intelligence and forensic infor-
mation, evidence gathered at sites such 
as mass graves, and data on membership 
in terrorist organisations and the scope 
of the networks they operate in. In most 

cases, collection of information that can be used as evidence is not the main goal of military 
operations. However, because of their presence on the battlefield, military personnel may 
be able to contribute to the collection of relevant information that can be used as ev-
idence in court. Such activities must be conducted consistent with international law. Law 
enforcement officials and prosecutors, however, should ensure that the information retrieved 
by the military and other acknowledged actors in (post-) conflict situations meets the legal 
thresholds to be allowed as evidence in criminal proceedings. There are strict legal criteria 
that need to be met, including criteria for the admissibility of evidence, preservation of the 
chain of custody and evidence, and respect for fair trial principles.

17   Global Counterterrorism Forum, Abuja Recommendations on the Collection, Use and Sharing of Evidence for Purposes of 
Criminal Prosecution of Terrorist Suspects.

https://www.thegctf.org/About-us/GCTF-framework-documents
https://www.thegctf.org/About-us/GCTF-framework-documents
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Collection, Use and Sharing of Evidence by the Military – Key Elements

• There is a need for strengthening the use of information collected by the mil-
itary as evidence in court. Given the fact that in exceptional situations, e.g. armed 
conflict or other high-risk situations, law enforcement officials may not be able to per-
form their tasks of investigating terrorism-related crimes, it is important to ensure that 
information collected by the military can be used as evidence in criminal proceedings. 
Where possible, law enforcement officials and prosecutors could take a more proactive 
role and explicitly communicate their evidentiary needs in specific cases to military ac-
tors, for instance, in the preparatory phase of a military mission. 

• It is important to preserve the chain of custody and respect the integrity of 
the criminal proceedings. Respecting the chain of custody when information is col-
lected on the battlefield to be used in criminal proceedings, irrespective of the form of 
evidence (physical evidence, electronic evidence or forensic evidence), may be difficult. 
This is because the procedure of ‘bagging and tagging’ evidence in an otherwise sealed 
crime scene cannot always be observed. However, military actors or other authorised 
parties retrieving information from the battlefield could, whenever possible, ensure 
traceability of the retrieved evidence. Missing links in the chain of custody should not, 
however, preclude admissibility automatically. There is a need for raising awareness 
among criminal justice actors of the limits and possibilities of collecting information 
and evidence in battlefield circumstances, taking into account imperatives of opera-
tional effectiveness.

• There is a need for promoting the multipurpose use of information gathered 
by military and declassification of military intelligence. The information collected by 
the military can be processed through a dual track and with a dual purpose. In addition 
to the processing through the intelligence and confidential track, the information could 
at the same time be processed with a prosecutorial purpose in mind, ensuring that the 
chain of custody is observed and fair trial guarantees respected. When appropriate, law 
enforcement officials and prosecutors should communicate the prosecutorial needs in 
terror-related investigations to the relevant actors, in order to ensure opportunities are 
not missed to process information. 

Source: Global Counterterrorism Forum, Abuja Recommendations on the Collec-
tion, Use and Sharing of Evidence for Purposes of Criminal Prosecution of Terrorist 

Suspects.

https://www.thegctf.org/About-us/GCTF-framework-documents
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EU Framework for Judicial and Police Cooperation and  
Data Sharing – Key Elements

•  A Counter-Terrorism Agenda for the EU: Anticipate, Prevent, Protect, Respond, 
COM/2020/795 final – 9 December 2020

• EU Security Union Strategy, COM/2020/605 final – 24 July 2020

•  Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 
2016 on the use of passenger name record (PNR) data for the prevention, detec-
tion, investigation and prosecution of terrorist offences and serious crime

•  The Stockholm Programme – An open and secure Europe serving and protecting 
citizens (2010)

•  Council Decision 2009/316/JHA of 6 April 2009 on the establishment of the Euro-
pean Criminal Records Information System (ECRIS) in application of Article 11 of 
Framework Decision 2009/315/JHA

•  Council Decision 2008/616/JHA of 23 June 2008 on the implementation of Deci-
sion 2008/615/JHA on the stepping up of cross-border cooperation, particularly in 
combating terrorism and cross-border crime

•  Regulation (EC) No 1987/2006 of the European Parliament and of the Council of 
20 December 2006 on the establishment, operation and use of the second gener-
ation Schengen Information System (SIS II)

•  Council Framework Decision 2006/960/JHA of 18 December 2006 on simplifying 
the exchange of information and intelligence between law enforcement authori-
ties of the Member States of the European Union

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2020:795:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0605
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32016L0681
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A52010XG0504%2801%29
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32009D0316
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32008D0616
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32006R1987
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006F0960
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Approaches, Tools, and Practices for Enhancing 
Police and Judicial Cooperation and Promoting 

Data Sharing within the EU

The Role of Europol in Strengthening Law Enforcement Cooperation

Analysis Projects (APs) are within the Europol Analysis System – an information pro-
cessing system – and focus on certain crime areas, including terrorism.18 These projects 
aim to support data and intelligence analysis and promote judicial cooperation for tack-
ling criminal activities uncovered during investigation. Relevant projects that focus on 
data sharing for the purposes of counter-terrorism include:

• AP Check-the-Web seeks to anticipate and pre-empt terrorist abuse of online tools.

•  AP Dolphin gathers intelligence and information available in EU Member States 
linked to terrorist groups identified by the Council of the European Union, and oth-
er violent extremist groups active in the EU.

•  AP Hydra aims to support the prevention and combating of terrorism-related 
crimes.

•  AP Terrorist Finance Tracking Programme (TFTP) seeks to prevent and counter 
terrorism financing through enhancing the ability to map out terrorist networks; 
tracking terrorist money flows; and assisting in the broader efforts to uncover ter-
rorist cells.

•  AP Travellers coordinates investigations into, and data analysis on, foreign terrorist 
fighters, and supports law enforcement efforts to counter foreign fighters when 
they return to Europe. 

The Secure Information Exchange Network Application (SIENA) is a Europol-managed 
communication platform that seeks to facilitate cooperation and interaction across the 
EU law enforcement community.19 The platform enables the swift and user-friendly ex-
change of operational and strategic crime-related information among Europol’s staff, EU 
Member States, and third parties with which Europol has cooperation agreements. SIE-
NA features a designated tool for handling restricted content on counter-terrorism that 
is designed to enhance the exchange of information and intelligence among relevant 
agencies. Some 49 counter-terrorism authorities are connected to the dedicated SIENA 
counter-terrorism environment. SIENA is compliant with all the legal requirements for 
data protection and confidentiality.

18  Europol, Europol Analysis Projects.
19  Europol, Secure Information Exchange Network Application (SIENA).

https://www.europol.europa.eu/crime-areas-trends/europol-analysis-projects
https://www.europol.europa.eu/activities-services/services-support/information-exchange/secure-information-exchange-network-application-siena
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The Role of Eurojust in Strengthening Judicial Cooperation

Eurojust has been actively involved in further developing the European Criminal Re-
cords Information System (ECRIS) through the establishment of a Third-Country Na-
tional (TCN) database which seeks to improve the exchange of information in regard to 
criminal records of non-EU nationals convicted in the European Union.20 The ECRIS plat-
form was set up in 2012 to facilitate data sharing on criminal records throughout the 
European Union and ensure that information on convictions is exchanged in a way that 
maximises speed, uniformity and compatibility. The ECRIS-TCN database contributes to 
the fight against terrorism, including by helping identify potential ‘foreign fighters’. 

Launched in 2019, the Eurojust Counter-Terrorism Register (CTR) provides proac-
tive support to national judicial authorities making it possible to identify suspects or 
networks that are being investigated in specific cases with potential cross-border im-
plications.21 The CTR is active 24/7 and serves three main purposes: (1) to facilitate in-
formation sharing among EU Member States on terrorism investigations, prosecutions, 
and convictions; (2) to enable the identification of links between investigations and 
coordination needs; and (3) to provide for analysis and lessons learned to improve the 
judicial response to terrorism. All Member States can use the CTR to register informa-
tion on suspects and cases by completing a standardised common template that meets 
existing data protection rules.

Eurojust works on a cross-border level to raise awareness and develop strategies to 
tackle specific issues, such as foreign terrorist fighters (FTFs) returning to Europe. A flag-
ship initiative in this regard includes the ongoing efforts of the Agency to promote best 
practices and address challenges to the collection and use of battlefield evidence in 
terror-related criminal proceedings.22 2324

Enhancing Access to Electronic Evidence – Project SIRIUS 

As more and more criminal investigations, including those in the area of counter-ter-
rorism increasingly rely on the cross-border access to electronic evidence, such as texts, 
emails or messaging apps, in 2017 Europol and Eurojust jointly initiated the SIRIUS 
project as a way of strengthening knowledge sharing on cross-border access to elec-
tronic evidence.23 Through a designated online platform and an application, the SIRIUS 
project offers law enforcement and judicial authorities a variety of services, including 
guidelines, training opportunities, and tools to help with accessing data held by online 
service providers. The project serves a community of competent authorities from 44 
countries, representing all EU Member States and a growing number of third countries. 
Together with the European Judicial Network (EJN), Europol and Eurojust publish an 
annual assessment report on the trends in transnational access to electronic evidence 
for criminal cases.24

20  Eurojust, Criminal Records: ECRIS. 
21   Eurojust, Launch of Judicial Counter-Terrorism Register at Eurojust: Speeding up and Strengthening the Judicial 

Response to Terrorism, Press Release, 5 September 2019.
22  Eurojust, Eurojust Memorandum on Battlefield Evidence, 21 September 2020.
23  Eurojust, SIRIUS.
24   Eurojust, SIRIUS EU Digital Evidence Situation Report, 1 December 2020.

https://www.eurojust.europa.eu/judicial-cooperation/eurojust-role-facilitating-judicial-cooperation-instruments/criminal-records
https://www.eurojust.europa.eu/launch-judicial-counter-terrorism-register-eurojust
https://www.eurojust.europa.eu/eurojust-memorandum-battlefield-evidence
https://www.eurojust.europa.eu/sirius
https://www.eurojust.europa.eu/sirius-eu-digital-evidence-situation--report
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This report reviews terror-related cases to illus-
trate the importance of striking a balance be-
tween national security considerations and the 
importance of protecting fundamental rights. It 
highlights the need for developing and imple-
menting effective mechanisms for addressing the 
root causes of radicalisation, in order to prevent 
its violent manifestations. It has been developed 
within the initiative FAIRNESS: Implementation 
of the Stockholm’s Roadmap in Cases of Ter-
rorism and Radicalisation.

This report emphasises the essential need for 
upholding the established principles and stand-
ards of human rights and criminal justice in the 
context of counter-terrorism and counter-rad-
icalisation. It argues that compliance with hu-
man rights and criminal justice requirements in 
terror-rated cases is an important element of the 
process of developing effective and sustainable 
counter-terrorism and counter-radicalisation 
trust-based strategies and approaches that en-
hance public safety and national security. It has 
been developed within the initiative FAIRNESS: 
Implementation of the Stockholm’s Roadmap 
in Cases of Terrorism and Radicalisation.
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Effective counter-terrorism, including the prevention, detection, foiling, and investigation of terrorist attacks 
requires efficient multi-agency cooperation and timely data sharing both at a national and an international level. 
It is essential that data-sharing activities for the purposes of counter-terrorism respect and fully comply with the 
established standards and principles of human rights. This brochure provides an overview of relevant framework 
documents and existing EU mechanisms and tools for information exchange as part of law enforcement and 
judicial cooperation for effective counter-terrorism.

This brochure was funded by the European Union’s Justice Program (2014-2020). The content of this brochure 
represents the views of its authors only and is their sole responsibility. The European Commission does not 

accept any responsibility for use that may be made of the information it contains.




