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FOREWORD

The European Union adopts various policies which enhance the integra
tion process with the common goal of improving the lives of its citizens.
All policies, however, require certain financial resources, acquired through
Member States’ net contributions to the EU budget. The problem is that
infringements, intentional or not, concerning the EU budget, namely
irregularities and fraud with EU funds, have a detrimental impact on the
execution of those policies and consequently on the resources allocated
for their execution. With a 2018 payment budget of 144.7 billion EUR
and commitments amounting to 160.1 billion EUR, any disruption
affecting the allocated amounts would have a significant detrimental
effect, paid for by the citizens of the EU.
In the past 50 years since its inception, the Common Agricultural Policy
(CAP) has established itself as one of the most important policies for
the EU and its citizens. Though CAP’s financing over the years has
declined in terms of percentage of the total EU budget, its importance
remains particularly high. This is due to the fact that as of 2018 there are
510 million consumers in the EU, of whom 12 million are the farmers
themselves. They cultivate 48 % of the EU’s surface area and provide
44 million jobs within the food supply chain, with some 113 million
people currently living in rural areas. CAP’s significance is all the greater
for countries with traditional agricultural commitments such as Bulgaria,
which covers a surface area of 110 900 square km, 81 % of which
are so-called rural areas, of which 46.1 % is agrarian land and 37.4 %
forested areas. Romania is in a similar situation, with 50 % agrarian
land and 31 % forested areas. In comparison, Belgium only has 14.5 %
agrarian land while forests make up 24 % of the territory.
Also indicative of the significance of the policy is the fact that in 1985,
CAP accounted for 73 % of the entire EU budget. In 2016 and 2017
this percentage went down to 40 %, while in 2018, down to around
38 %. This drop is attributed to CAP reforms as well as the financing
of other policies of public significance. Regardless of the drop, the CAP
budget continues to account for almost half of the total EU budget. The
total CAP 2014-2020 budget is 408 billion EUR. Of those, 58.82 billion
EUR were allocated for farmer aid, consisting of: 41.74 billion EUR for
direct payments, 14.37 billion EUR for rural development measures and
2.7 billion EUR for market measures.



https://www.consilium.europa.eu/en/press/press-releases/2017/11/30/2018-eu-budget-adopted/.



https://epthinktank.eu/2016/07/20/how-the-eu-budget-is-spent-common-agricultural-policy/.



https://ec.europa.eu/agriculture/sites/agriculture/files/cap-post-2013/graphs/graph1_en.pdf and
Reports under Art. 325 TFEU for 2016 and 2017.



http://www.europarl.europa.eu/factsheets/bg/sheet/106/%D1%84%D0%B8%D0%BD%D0%
B0%D0%BD%D1%81%D0%B8%D1%80%D0%B0%D0%BD%D0%B5-%D0%BD%D0%B0%D0%BE%D1%81%D0%BF.

	

Best Practices

in Anti-Corruption and

Fraud Investigation

in EU Funding

The CAP financing, derived from the total budget, comes as direct
financing or under shared management by Member States and is
comprised of two main components: direct support, through direct
payments to farmers and market support measures, financed by the
European Agricultural Guarantee Fund (EAGF) – around 80 % of the CAP
budget; and rural development (RD), financed mainly by the European
Agricultural Fund for Rural Development (EAFRD) – the remaining 20 %
of the CAP budget.
In view of the sheer volume of funds allocated, the CAP is subject to a
high risk of fraud which is why protection of the financial interests of
the European Union is an integral part of both its executive functions and
the agenda of Member States which are responsible for the management
of over 70 % of the European funds. Thus, article 325 of the Treaty
on the Functioning of the European Union (TFEU) requires the EU and the
Member States to counter fraud and any other illegal activities affecting
the financial interests of the Union through measures which shall act as
a deterrent and be such as to afford effective protection in the Member
States, and in all the Union’s institutions, bodies, offices and agencies.
Furthermore, Member States should at the bare minimum take the same
measures to counter fraud affecting the financial interests of the Union
as they take to counter fraud affecting their own financial interests.
These activities encompass the so-called “anti-fraud cycle” which includes
prevention, detection, investigation, correction and sanctioning of fraud.
This can be achieved through a wide array of administrative, punitive,
organizational and other measures within the current anti-fraud policy
framework at a European or national level.
The present compilation of selected best practices addresses the threat
of fraud and corruption from multiple perspectives, with the underlying
purpose of providing practitioners from Bulgaria and Romania with a
set of state of the art approaches for addressing the threat of fraud and
corruption. It also aims to reflect on the diverse and multidisciplinary
themes and subjects that were addressed at the international conference
‘Standing Up To State Capture: Innovative Methods to Investigate
Fraud and Corruption in EU Funding for Agriculture’ organised on
13-14 September in Sofia, with the support of the European Anti-Fraud
Office (OLAF). Traditional and well-established tools and methods in
detecting and preventing corruptive practices in public procurement
are included alongside more modern and innovative methods, such as
horizon scanning, electronic evidence collection and working with open
source intelligence techniques to supplement an investigation.
The publication begins with a review of the current status of fraud and
corruption prevention and investigation at the EU level, thereby setting
the rest of the manual in a clearer perspective. This first Chapter also
introduces the current legal framework, structure and concepts in the
overall EU fraud and corruption fighting setup.
Chapter 2 provides an examination of the methodological aspects by
reviewing risk indicators of procurement fraud and corruption. A review of
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existing procurement fraud indicators and corruption diagnostic questions
further contribute to the widening of the horizon of practitioners. The
second part concludes with a review of risk mapping exercise, offering
comprehensive inventory of the means/practices by which the main
types of procurement contracts can be tainted by corruption or fraud.
Chapter 3 takes a detour into the more innovative, practical and forward
looking tools, techniques and approaches in fraud prevention and
investigation. Publically available and open source intelligence – OSINT,
such as contained on the internet (incl. social media) can be vital in
directing investigative effort and validating leads and assumptions. At the
same time effectively securing digital/electronic evidence is becoming
crucial in the court phase, as transactions and documents are increasingly
produced, distributed and stored using digital means. On the other hand,
forward looking exercises, such as horizon scanning, are deemed highly
useful in fraud prevention as they aim to identify future threats and
challenges related to potential and probable up-and-coming fraudulent
modus operandi. Particularly considering the fast pace of technological
advancement, horizon scanning may bring valuable insights into the
future fraud prevention needs.

CHAPTER 1. BACKGROUND

The European Anti-Fraud Office – OLAF, created in 1999, is a body within
the European Commission with the status of a Directorate-General. It
has the power to conduct independent administrative investigations with
the aim of combating fraud, corruption and any other illegal activities
infringing on the Union’s financial interests. This means that no other
EU institution, body, office or agency has the right to interfere with the
conduct of investigations. Until the European Public Prosecutor’s Office
starts functioning, OLAF will remain the sole body mandated with
conducting European level investigations with the aim of protecting the
EU’s financial interests.
There are two types of OLAF investigations. Firstly, external investigations
which cover all EU expenditure, with a focus on ESIF and agricultural
policy; direct expenditure and external aid, as well as some of the
EU’s revenue. Secondly, internal investigations into any allegations of
misconduct involving staff and members of the EU institutions. Thus, in
summary, OLAF has two main goals:
• To conduct investigations with the aim of protecting the EU’s financial
interests;
• To develop anti-fraud policy.
Figure 1. presents the fields most heavily investigated by OLAF,
according to the criterion – number of investigations still open in 2017.
The fields subject to most active investigation in 2017 are: structural
funds, agricultural funds, direct payments and external aid, while the
least investigated are the expenditure in the social fund, new financial
instruments and tobacco and counterfeit goods. This means that the
investigations conducted in the field of agriculture represented 12.7 %
of all ongoing investigations in 2014; 9 % in 2015; 6.1 % in 2016 and
6 % in 2017. The statistical tendency of decline in the number of
investigations conducted in the field of agriculture doesn’t indicate an
analogous decline in the amount of fraud and irregularities in the same
field. Thus, adopting anti-fraud measures in the field of agriculture should
retain its priority status on the agendas of the European Union and
Member States.
Criminal investigations at EU level are the responsibility of the European
Public Prosecutor’s Office which is tasked with carrying out investigations,
prosecuting and bringing to justice the perpetrators of, and accomplices
to, criminal offences affecting the financial interests of the EU, as
outlined in the PIF directive. The operation of the European Public
Prosecutor’s Office will transform the fight against fraud since up until


OLAF 2017 report, p. 13.



The total number of ongoing investigations for 2014 is 474, 398 for 2015, and 344 for 2016.
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Regulation 2017/1939 came into force, only Member States’ authorities
could criminally investigate fraud and bring charges in cases concerning
EU funds, moreover with limited territorial and functional competence.
Once the European Public Prosecutor’s Office starts working, it will
carry out investigations and criminal prosecution. It will also act as a
prosecutor before the competent Member States’ courts pending the
final settlement of the case.
Figure 1. OLAF-led investigations in the field of agriculture
for the 2014 – 2017 period, as compared to other
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Source: OLAF Report, 2017.

Most common modi operandi in EU agricultural funding fraud
The most recurrent modi operandi, in agricultural fraud in 2013 – 2017,
concern false or falsified documents and false or falsified requests for aid.
There are also various other ways of committing fraud: overestimation,
declaration of quantities exceeding the permitted limits and quotas,
conflicts of interest, bribery, corruption, creation of artificial conditions,
counterfeiting specifications and goods, bid information leaks, breaking
down procurement orders, etc.



EC, OLAF, Eurojust and Europol cannot conduct criminal investigations.



2017 EC report on Article 325 TFEU, point 3.3.1.1.
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Typical examples of abuse,
Figure 2.	Example of fraudulent scheme in agricultural funding
discovered in the course of investigations, include: purchasing
second-hand goods and subsidising them as new; breach
PAYING ANGENCY
of the three quote rule; subsidising a guest house which is
ESTIMATION OF PRICE
EU GRANT
then used as a principal resi(3 independent “indicative
offers”)
dence; circumventing the limits
Beneficiary
on maximum aid (for example
a mother and two daughters
apply separately and subsequently build a joint property);
altering the business purpose
Supplier
Sub-Supplier
of an entity in order to form
(offshore company)
two separate entities so as to
PRICE
Real
INCREASED
apply for subsidies under two
manufactory
BY 100 %
different programmes; subsidising a certain number of crops
Source: Based on OLAF Conference presentations.
or animals which are in fact
nonexistent or falsely classifying breeds so as to receive a
larger subsidy (for example a rarer horse breed) etc. The variety of ways
to commit fraud require specific expertise on the part of investigative
bodies since the complexity of fraud is often directly proportional to the
magnitude of the financial impact.

Figure 3. Financial

EU

flows in

funding fraud scheme

EU GRANT

Beneficiary
Municipality

Foundation

“Donor
company”

Main works contractor

Sub-contractor
works

Source: Based on OLAF Conference presentations.

Supplier

“Cash hider
companies”

Cash
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Innovative methods of fighting fraud
In order to meet the challenges in CAP, rulemaking and the functioning
of the institutions in the field of investigations need to be constantly
brought up-to-date. The fight against fraud is directly dependent on
the way offenses or crimes are committed, their modus operandi. It is
typically assumed that fraud committers are always one step ahead of
the responsible institutions and the established approach in the historical
context of the fight against fraud follows the formula: perpetration →
investigation → attempt to recover funds.
The profiling of fraudsters is one of the methods of identifying categories
in which fraud perpetrators act and hence, of taking coordinated
measures and adopting uniform standards in the fight against fraud. It
should be noted that EU institutions and Member States can formulate
and undertake innovative anti-fraud measures to make sure that, in the
future, the institutions keep one step ahead of fraudsters or to set as
a goal the so-called perfect prevention. In practice, Member States are
required to implement as a minimum the same set of measures for the
protection of the European budget as those in place for the national one,
giving free rein to national measures to be ever more up-to-date, with
ever greater added value and above all, with innovativeness outstripping
that of fraud committers.
It is for this reason that special attention needs to be devoted to the
measures that Member States could adopt in the fight against fraud and
for better protection of agricultural policy by tapping into the potential of
the so-called innovative anti-fraud methods in agriculture, which have
been grouped together under three categories in the present study:

Figure 4.	Innovative

anti-fraud methods

Multichannel
methods of
control by
civil society
Satellite
control and
orbital thermal
imaging
Automated
fraudprevention
systems

1. Automated systems for reporting suspicious circumstances – with
the development of IT technologies and AI, the introduction of


https://www.oreilly.com/library/view/profiling-the-fraudster/9781118929766/.
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Box 1.	Use оf remote imaging technologies
for fraud prevention and detection

The new rules, which came into force on 22 May 2018, will allow data from the EU’s Copernicus Sentinel
satellites and other Earth observation data to be used as evidence when checking farmers’ fulfilment
of requirements under the CAP for area-based payments (either direct payments to farmers or rural
development support payments), as well as cross-compliance requirements, such as stubble burning.
Application of remote sensing and GIS technologies as an objective methodology in order to execute
obligatory administrative controls on the eligibility of subsidy declarations. Based on geospatial
databases including LPIS, DOP, VHR, and HR data and administratively integrated control procedure,
the verification of the declared crops, the respective LPIS areas and the specific declaration content
is executed. The efficient approach is beneficial to traditional on-the spot checks as it reduces control
related time and costs and provides objective, accepted and reliable results.
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Source: Based on OLAF Conference presentations.

electronic control and automated systems identifying red flags,
potential risk situations and conflicts of interest would carry substantial
added value and a high level of prevention. The implementation
of such a measure could make use of currently working prevention
systems (e.g. EDES), data bases in the field of agriculture (e.g. IACS)
and the fight against fraud (e.g. IMS), data-mining with the aim
of identifying unlawful (involving corruption, fraud, etc.) models
of behavior. A case in point is Prevent  – a similar computerized
system used by the Romanian Integrity Agency, which identifies and
prevents the occurrence of conflicts of interest in real time in the
area of public procurement with European funds.10 An important
10

Accessed at https://www.uti.eu.com/business-lines/information-technology-and-communica
tions/smart-government-solutions/portfolio/prevent-national-integrity-agency-ani/.
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role could also be played by possible incorporation into automated
reporting systems of digital forensic tools used by investigative
authorities.11
2.	Satellite control12 and orbital thermal imaging – the potential of
orbital technology is already being explored, incl. satellite images
of weather conditions and areas (e.g. the satellite system under the
Copernicus Programme). Broadening access to such technology to
include the investigative authorities (incl. the possibility to backtrack
thermal images in chronological order) would allow establishing
certain objective circumstances. All too often, an audit or inquiry in
agriculture comes up against the problem that an alleged violations
(use of prohibited substances, specific types of crops, amount of crops
grown, etc.), which are supposed to have occurred in the warm half
of the year, need to be investigated months later when it is practically
impossible to objectively prove them.
Innovative multichannel methods of control by civil society – this
method is based on the principle of control exercised by EU citizens and
on fostering a national outlook of zero tolerance to fraud. This could
be achieved in several ways:
• Via social campaigns and the use of metadata tags – the so-called
hashtags. One example of such a campaign FraudOff!, conducted
by the Latvian authorities and bringing together more than 20 public
bodies and private partners under the #Fraudoff hashtag, which
makes each and every report or piece of information accessible to all
participants at the same time.
• By conducting promotional and awareness-raising events targeted at
a young audience. The Republic of Malta has conducted one such
educational campaign in secondary schools. It involves a short quiz of
10 questions related to the fight against fraud, with participants who
answered correctly entering a sweepstakes.
• By developing a centralized application for Android and iOS that
allows receiving information about any project with a QR code, as
well as reporting of irregularities and fraud with photo, audio or video
materials.
• Promoting and developing organised investigative journalism.13

11

Such activities are carried out by OLAF, AFCOS and investigative authorities and aim at collecting
evidence in the form of digital image evidence (documents, photos, files, correspondence,
etc.).

12

Cf. Art. 26 “Acquisition of satellite images” in Regulation 908/2014 in the field of agriculture.
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014R0908.

13

E.g. the Rise Project in Romania https://www.riseproject.ro/ or Bivol in Bulgaria https://
bivol.bg/.

CHAPTER 2. GOOD PRACTICES

IDENTIFYING CORRUPTION RISK IN PUBLIC
PROCUREMENT PROCEDURES17
14

Public procurement is among the areas of public sector governance with
the highest risk of corruption and abuse. Regardless of the variety of
forms, all kinds of abuse in this field have a common goal – redirecting
financial resources from budget spending units, as well as from state and
municipal enterprises, to a predetermined winner for personal gain.15
Bringing together a large number of stakeholders in a market worth
billions of euros per annum, the public procurement system is among
the most vulnerable activities of public authorities. Corruption, and
fraud in this field damage the interest of citizens in both developed and
developing countries.
Despite the existing control mechanisms, many public procurement end
up with irregularities, fraud and other forms of abuse of public funds.
Most of the irregularities can be explained by lack of relevant expertise
on the part of the participants – suppliers, accountants, auditors, etc.
Such deviations can be overcome through additional training. By contrast,
cases of fraud and corruption are much harder to identify, since they
involve deliberate efforts to circumvent the rules in order to obtain
undue advantages, as well as to cover the tracks of perpetrators.
In the context of such a multi-layered phenomenon, this practical guide
provides an overview of a set of best practices that can be used to
counteract the threats of fraud and abuse in the process of public
procurement. The sophisticated practices of abuse and the various types
of fraud are reviewed below, identifying their main components and
presenting internationally recognized approaches to counteracting the
risks of corruption and fraud. The specific problems and challenges of
the Bulgarian market and public procurement system have been taken
into account.
The internationally recognized Principles for Integrity in Public
Procurement,16 developed by the Organisation for Economic Cooperation
and Development (OECD), are presented in this chapter. In addition to
the principles, the OECD is highlightingthe types of fraudulent practices
in each stage of the procurement process – pre-tender, tender and posttender phases – by analysing the methods used for diverting state funds,
14

Based on Public Procurement Criminality: Practical Guide for Preventing, Countering and Analysing
Corruption Risks, Center for the Study of Democracy, 2016.

15

Center for the Study of Democracy. Corruption in Public Procurement: Risks and Counteraction.
Sofia, 2006.

16

Organisation for Economic Cooperation and Development (OECD). Principles for Integrity in Public
Procurement. Paris: OECD Publishing, 2009.
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as well as the various types of fraud. The risk indicators draw attention
to the key aspects of public procurement that must be monitored.
The chapter also presents the methods for measuring the effectiveness of
various approaches and measures for reduction of abuse and corruption
in the public procurement process.
17

PRINCIPLES FOR INTEGRITY IN PUBLIC PROCUREMENT20
The principles for integrity in public procurement serve as general
guidelines for governments on the elaboration of an effective framework for the procurement and implementation of public procurement,
simultaneously taking into account the individual regulations and organizational structures of Member States. The principles mainly target
public officials responsible for the public procurement policy at the
national level, but are also applicable for regional authorities, as well as
for managers of state enterprises. The main purpose of these principles is to guide the representatives of central government in promoting
the culture of integrity throughout the public procurement system, from
public need assessment to contract and payment management.
A definition of ‘integrity’
Integrity can be defined as the use of funds, resources, power and
other assets in line with the officially announced purposes and in
adherence to public interest. A ‘negative’ definition of integrity would
also be useful for the defining of a more effective strategy for the
prevention of public procurement violations. Such integrity violations
include:
• corruption, including bribes, nepotism and clientelism;
• fraud and theft of resources/embezzlement, for example replacement
of goods resulting in products of lower quality;
• conflicts of interest in public services, including during employment
after the elapse of a mandate in the public sector (revolving door
phenomenon);
• secret agreements and arrangements;
• abuse and manipulation of information, including trading in influence;
• discriminatory practices in the process of public procurement.
• wastefulness and abuse of resources in the organisation.
Main ‘pillars’ of the principles of integrity in public procurement
The principles emphasize the importance of transparency enhancing
procedures, good governance, the prevention of violations, as well as
accountability and control in public procurement.
17

Organisation for Economic Cooperation and Development (OECD). Principles for Integrity in Public
Procurement. Paris: OECD Publishing, 2009.
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A.	Transparency
1. Ensuring a sufficient level of transparency throughout the public procurement
system, in order to ensure the fair and equitable treatment of potential
suppliers.
2. Maximising transparency in competitive tendering procedures and taking
precautions in favour of increased integrity, especially in cases where exceptions
to the competitive procedure are allowed.
B.	Good Governance
1. Ensuring that public funds are used in public procurement in line with the
defined purposes.
2. Ensuring that officials in public procurement meet high professional standards
of knowledge, skills and integrity.
C. Prevention of Potential Violations; Observance of Regulations;
Monitoring
1. Using mechanisms for the prevention of risks to integrity in public
procurement.
2. Encouraging the close cooperation between the government and the private
sector for the upholding of high standards of integrity, especially in contract
management.
3. Ensuring specific mechanisms are in place for the monitoring of public
procurement, as well as for the detection of violations and the imposing of
appropriate sanctions.
Accountability and Control
1. Developing a clear system of responsibilities, along with effective control
mechanisms.
2. Reviewing incoming complaints by potential contractors in a fair and timely
manner.
3. Empowering civil organisations, the media and the general public to monitor
and review public procurement procedures.
Implementation of the principles – strengthening integrity at each
stage of the public procurement cycle, based on a list of measures18
The list of measures represents a practical tool for the implementation
of the regulatory framework for the strengthening of integrity at each
stage of the public procurement cycles, from public needs assessment,
to contract and payment management. The public procurement cycle
covers three main phases:
• a pre-tender procedure, including needs assessment, planning and
budgeting, specifying the selection requirements and choice of
procedures;
18

Organisation for Economic Cooperation and Development (OECD). Principles for Integrity in Public
Procurement. Paris: OECD Publishing, 2009.
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• a tender procedure, including a public call for tenders, tender evalua
tion and awarding of the procurement contract;
• a post-tender procedure, including contract and payment management
The list contains specific processes and measures, via which officials
define or further develop integrity in the public procurement cycle.
Governments must guarantee that these measures are supported by the
respective legal, institutional and political conditions in the country.
Box 2.

Best practice in prevention of conflict of interest,
National Integrity Agency, Romania

PREVENT is an integrated computerized system aimed at preventing conflict of interest instances,
in real time. The project was developed for the National Integrity Agency (ANI) and in its first
phase, the system identifies cases in the public procurement department using EU funds, expanding
subsequently to nationwide public procurement. The platform is designed to interact with SEAP (the
Public Procurement Electronic System).
SYSTEM COMPONENTS
Hardware, COTS equipment and software | Communication infrastructure | SEAP interconnection
system | Integration with the National Integrity Agency’s information system
BENEFITS
Streamline internal activities of integrity inspectors | Monitoring any public acquisitions at national
level | Preventing conflict of interest regarding public acquisitions in Romania | Provide appropriate
hardware and software technologies to receive, store, analyze and report data.

Mandatory electronic
filters – INTEGRITY
FORM (24 –48H)

Contracting
authority

Relevant data and
info regarding
decisional factors

SEAP

Electronic
System for
Public
Procurement

“PREVENT” system managed by ANI:
➢
➢
➢
➢

Perform intelligent data analysis;
Stakeholders’ crosscheck;
Design relational map;
Databases working together:
Trade
Register

Personal
ID

Tenderer

Relevant data and
info regarding
the company

Measure
(remove the cause of
conflict of interests)

Source: Based on OLAF Conference presentations.

Head of contracting
authority

Integrity
Warning

Chapter 2. Good Practices

21
1. Pre-Tender Phase
Risks to the integrity in the pre-tender procedure: Precautionary measures
for the pre-tender procedure
•
•
•
•

Stage
Stage
Stage
Stage

1.
2.
3.
4.

Needs assessment
Planning and budgeting
Specifying requirements
Selecting procedures

Box 3.	Example of abuse of power in EU funding schemes,
APIA, Romania

The manager of an APIA local branch and his accomplices periodically extorted sums of money from
EU funding beneficiaries in exchange for lenient control over their companies with regard to the EU
subsides received. The manager of APIA local branch requested €2,500 from a farmer – who had
several agricultural activities that were monitored by APIA – and after the farmer paid, the manager
requested another €5,000 for the same purpose and then another €3,000. After the third demand
the beneficiary reported the case and the APIA manager was caught red-handed.
Source:

Based on OLAF Conference presentations.

2. Tender phase
Risks to the integrity in the tender procedure – safeguards during the tender
procedure
• Stage 5. Public call for tenders
• Stage 6. Evaluation
• Stage 7. Awarding
3. Post-tender phase
Risks to the integrity in the post-tender procedure – safeguards after the end
of the tender procedure
• Stage 8. Contract management
• Stage 9. Orders and payment

22
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PREPARING A RISK MAP – IDENTIFYING THE RISKS OF FRAUD
AND CORRUPTION IN PUBLIC PROCUREMENT19
Public procurement is a sector that is particularly vulnerable to fraud
and corruption. That is why detection and prevention techniques which
limit the level of abuse are of utmost importance. This section analyses
the pathways used to divert state funds, as well as the various types of
frauds. This approach allows stakeholders (civil servants in this sector,
elected officials, businessmen, investigators, prosecutors, etc.) to assess
the risks of fraud and corruption.19
The examples were taken from the practice of Member States of the
European Union over a long time period. It may, therefore, be concluded
that frauds are possible even in countries with a solid and well developed
legal framework, where there are control mechanisms and tools in place,
exercised by officials in attested good faith. Even the organisations and
agencies of the European Union are not fully protected.

Box 4.	Example of abuse of power, APIA, Romania

The perpetrators (a mayor, a manager of APIA and an employee of APIA) requested large amounts
of money from the farmers whom they threatened to cancel lease contracts for pastures. The victims
received EU subsidies in the form of direct payments for the pastures leased from the mayor’s
office. One farmer refused to pay the amount requested by the mayor and the APIA officials. He
complained to the police and one of the APIA officials was caught in flagrante delicto while taking
600 lei (€150) from the farmer, as partial payment.
Source:

Based on OLAF Conference presentations.

That is why the following needs to be more closely examined:
• The methods used at the different stages of the procurement process, aimed at misleading any external observers and auditors that the
fraudulent transactions were legitimate.
• The techniques for misappropriation of funds assigned for a specific
transaction and their abuse (for personal gain or for any other person), as well as the networks whose use enables the fraud to be
committed.
In describing these mechanisms, it would be valuable to distinguish
between the risks of fraud and of corruption: 1) during the assessment
of the necessary resources; 2) at the ‘planning’ level; 3) during the
choosing of the selection method, and 4) during the contract implementation.
19

Organisation for Economic Cooperation and Development (OECD). Principles for Integrity in Public
Procurement. Risk Mapping: Understanding Risks of Fraud and Corruption in the Public Procurement
Cycle. Paris: OECD Publishing, 2009.
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Figure 5.	Example

of a conceptiualization of public procurement

risk indicators

Tendering Risk Indicators
(TRI)

Contrancing
body

Contract

Supplier

Particularistic tie
Contrancing Body
Risk Indicators
(CBRI)

Supplier Risk
Indicators (SRI)
Political
Connections
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Source: Fazekas, M., Cingolani, L., & Tóth, B. (2016). A comprehensive review of objective
corruption proxies in public procurement: risky actors, transactions, and vehicles
of rent extraction: GTI-WP/2016:03. Government Transparency Institute. Budapest.

Risks in cost estimation
Even during the stage preceding the signing of the contract there are a
number of different ways of abusing public funds, e.g. through feasibility
studies, failure to meet the deadlines, unjustified price increase, etc. The
aforesaid forms of abuse are less frequent than those at the contract
implementation stage, however they are easier to conceal. One of them
is the increase of the number of payments, since this form of abuse can
be used at any stage of the contract planning.
Regardless of the purpose of the study, the mechanism of illegal diversion
of funds remains the same. At the same time, the procedures may vary
in format, depending on the beneficial effect of the proposed study.
If the objective is to check a specific hypothesis, to choose a specific
option or to facilitate the making of a certain decision, the study
should be in-depth and be made by a competent consulting company.
Conversely, if it is not pursuing any actual objective (for instance, when
there is overall clarity of the project parameters), the study can be
entrusted to any company and the only requirement is that it must
present the necessary document, without needing to go too deep on
the case. In some cases such a company will not carry out any activity,
and will simply be content to collect the agreed amount. In other words,
the study documents can be of high quality or completely insignificant.
Obviously, it will be easy to spot the abuse if such studies are useless
or of low quality, like in the cases when they are not presented to the
client at all. At the same time, there is not always any clear correlation
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between the quality of the study and the diverted funds: good quality
studies may cover up large cases of abuse, or low-quality surveys may
be conducted in adherence to the rules. That is why most of all, there
is a need to assess the amount involved, and then closely control the
spending of the funds.
Small studies
This category covers all studies whose value is below the threshold
established by the national regulator. In such cases the employee usually
has a free choice of the respective company, without the need to
justify their preference, since usually only a voucher or an ordinance is
required in order to receive the necessary amount. The provision of an
invoice is a sufficient condition for the payment of the amount, given
that it corresponds to the one in the ordinance. In this case conventional
control may not be able to detect any abuse.
There are several ways for the official to ‘divert’ money for themselves,
for their family members or relatives, or for the group to which they are
related. But for this kind of operation, the respective person still needs the
help of a consultant. Most of all, the money can leave the local service/
state institution by following the ‘legal’ channels, before being ‘redirected’
to the selected recipient using the techniques presented below:
• ‘Friendly’ counselling. The official may contact a ‘friendly’ consultant
or organization and assign to them the implementation of the work.
This is a procedure that is often used by some political parties for
the collection of the budget they need. When using such ‘friendly’
consulting companies, the issue of competition does not exist. The
chosen company can receive a fee that is too large for the service
rendered (the process is called ‘overbilling’). It is formed by the
payment of the actual price of the study (regardless of its quality) plus
the amount that the official/manager has decided to embezzle.
• The use of a legal entity owned by the respective manager. The latter
can assign the study to their own legal entity or to members of their
family.
Duplicate studies
The official/manager can also order the implementation of the study
to more than one company – either simultaneously or in sequence. In
the event that these companies present their reports at the same time,
they can be made to work together and to form a ‘cartel’. Their fees
will be ‘harmonised’ in such a way as to ensure the greatest possible
profit. United in this kind of a cartel, the companies will share their
contracts, and in some cases will assign some sections of the report
to subcontractors – their colleagues or competitors. Such a ‘division of
labour’ is profitable for all participants, including the contractor, who will
receive their profit, as declared before the respective consultant who
did not participate in the selection process. If the manager allows the
contractors to present their reports on different dates, the last company
to present their results can make use of those of its predecessors. At
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best, the first highly competent company will complete a study that the
others will copy and in this manner they will be able to make a profit.
In any case, this abnormally large margin results in a profit for the
contracting company or for the beneficiaries specified by them, by using
undeclared funds and fake invoices.
Fictitious studies
The official may order studies for which they will pay instalments (such
payment can reach up to 80 % of the agreed amount as an advance
payment; it is a common practice to pay half of the fee in advance). It
will subsequently turn out that it is impossible to receive the assigned
study, due to various reasons: the inability of the consultant to handle
the task, the vanishing of the consulting company or the contractor is
no longer interested in the study (which has lost its significance in the
meantime), even in the cases when the company, acting as a party to
the contract, has not terminated its activity after having received the
advance payment. In all of these cases, the advance payments go to
participants in the fraudulent scheme, since the available (fake) invoices
allow the sub-contracting company to prove that payments correspond
to the services rendered, which realises the respective profit.
Studies whose value exceeds the national threshold
If the value of a given study exceeds the officially defined threshold, the
assignor can organise a tender procedure or a ‘negotiation procedure’.
Circumvention of the procedure
In the event that a tender procedure is held, the contractor usually
opts for the ‘best value for price’ bid as a convenient way to select
the company they have already pre-selected. In addition, they tend to
make a subjective selection of additional criteria, such as the individual
competence of the managers, the reputation of the company, previous
participation of the company in the respective area, etc. After introducing
these additional requirements, the contractor is certain to select the
‘most competent’ company, meeting all of the pre-set criteria.
When, in the event of strong competition, the funds allocated for the
survey are not sufficient in order to ensure the pre-defined margin, the
contractor may be persuaded by the consulting company pre-selected
by them to expand the parameters of the survey, which would result in
a better survey of the results from the implementation of the proposed
project. This leads to a whole vortex of changes to the tender contract
by the contractor or by the consultant specified by them, resulting in
the setting of completely arbitrary prices (where the initial fees are not
changed, but the hours for the necessary labour are increased). Such
changes allow the generation of an additional margin, which would later
be distributed between the contractor and their friends.
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Changing the selection result
The contractor can also select the lowest bid within the tender procedure.
In such a case, the winning company will have several options to pay
commission fees to the contractor:
• If the winning tenderer has not been notified of the commission fee
that they are due to pay to the contractor, they become the victim
of extortion by the latter, who, despite officially having selected their
bid, will allow them to start the implementation only after receiving
the respective commission fee. Thus the winning consultant is forced
to pay the aforesaid commission fee, so as to not be deprived of
the opportunity to participate in future tenders. In order to be in
a position to pay the unexpected ‘commission fee’, the respective
consultant is forced to: a) obtain a change in the terms and conditions,
allowing them to generate the necessary amount via fake invoices;
b) to reduce their own margin, by accounting for additional fictitious
costs (fake invoices), in order to avoid the taxes on the fictitious
profit; or c) to illegally employ workers or – in most cases – to assign
the work to a subcontractor.
If the winning company/consultant was notified in advance about the
commission fee, it will have included this cost in the total value of
their offer. Under such a hypothesis, there would not be any unfair
competition, since all participants in the tender will be treated equally.
Here, the commission fee can be paid to the contractor in the classical
manner – using fake invoices, which is usually done via a friendly consulting
company specialising in similar transactions. The contractor will agree for
such a ‘friendly’ company to be recorded as a subcontractor on the side
of the winning company even before the signing of the contract with the
latter. The respective subcontractor receives a generous payment against
inscribed invoices in exchange of useless services that do not require
any technical expertise (in many cases via the manipulation and ‘further
processing’ of the already received results from the survey). In the end,
exactly these invoices will be used for the enrichment of the contractor.
In cases where the price of the tender exceeds the EU-wide limit, the
notice for the call for tender must be published in the Official Journal
of the European Union. In many cases, the contractor later uses these
procedures in order to assign the contract to the most convenient
consultant. In other cases, they subjectively determine (by lowering
the results) that the tender has failed, in order to use a negotiation
procedure with different consulting companies and in the end to select
‘the best’ candidate, i.e. the one that is known for their propensity to
participate in corruption deals. Such a manoeuvre is also used within
national procurement procedures.

CHAPTER 3.	INVESTIGATIVE AND METHODOLOGICAL
	TOOLS AND TECHNIQUES

USING OSINT IN INVESTIGATIONS20
Open-Source Intelligence (OSINT) can be described as publicly available
information appearing in print or electronic form including radio, television,
newspapers, journals, the Internet, commercial databases, and videos,
graphics, and drawings.20
The revolution in information technology, commerce, and politics since the
Cold War’s end is only making open sources more accessible, ubiquitous,
and valuable. Simply put, one can gather more open intelligence with
greater ease and at less cost than ever before. The explosion in OSINT is
transforming the intelligence world with the emergence of open versions
of the covert arts of human intelligence (HUMINT), overhead imagery
(IMINT), and signals intelligence (SIGINT).
One of the most important tools for the OSINT analyst is large commercial
search engines, such as Google or Yahoo, to name but two, as well as
various online social media platforms, such as Facebook, Twitter and You
Tube. Search engines increase access efficiencies through indexing and
search algorithms that can process rapidly millions of pages of data and
documents. Search engines can be very specific, focusing on specific
countries or domains, published books, or specialized scientific literature.
An experienced OSINT analyst knows where the best information is
likely to be found. Large scale or limited searches can be made using
specific strategies so that only the most relevant information is extracted.
Then the ‘analytic process’ begins.
In the analysis process the analyst identifies ‘findings’ (i.e., facts that
he knows and can verify) and gaps (things he knows he does not
know). OSINT is often used in conjunction with other INTS. Information
from multiple sources and means are synthesized by all-source analysts,
who take the sum of the different types of information to construct a
comprehensive answer to the requirement and in a timely and accurate
manner. The process is repetitive, since with each new finding and gap
new questions arise.
Good OSINT analysts are problem solvers who possess specific technical
knowledge, such as specialized language skills, cultural, and/or scientific
expertise as well as cognitive skills. OSINT analysts who monitor native
20

Based on Guide to Open Source Intelligence (2011), R. A. Norton, Journal of U.S. Intelligence
Studies, 18(2); Sean McKeown, David Maxwell, Leif Azzopardi, and William Bradley Glisson
(2014), Investigating People: A Qualitative Analysis of the Search Behaviours of Open-Source Intelligence
Analysts, IIiX’14, August 26-29 2014, Regensburg, Germany.
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language websites and blogs and have language and dialect fluency,
particularly related to problem regions of the world are highly desirable.
Requirements for specialized OSINT skills are likely to increase in the
future, as the web continues its expansion and the quantity of information
continues its explosion.
The ubiquity of Internet access has transformed many facets of modern
society, substantially changing how we communicate and share information.
Social media platforms, blogging sites and messaging services allow
individuals to broadcast their thoughts or otherwise express themselves
online. A by-product of this is that we effectively publish a great deal of
biographical information on the World Wide Web, potentially making it
freely available to anyone wishing to look for it. Studies of Web search
logs indicate that somewhere between 4 % and 10 % of Web searches
contain the name of a person, suggesting that there is some degree
of public interest in seeking this type of information. Indeed, there are
specialised search engines built for the purpose of finding people on the
Web. Regardless of whether the search is conducted from a specialised
or general Web search engine, most queries pertain to low profile
individuals, as opposed to celebrities.
Social media appears to play a large role in person searches, with data
showing that 66 % of outclicks on a person search engine lead to social
media profiles. These profiles offer insights in to people’s lives which
may not be available via traditional means. Additionally, social media
users openly share sensitive information, one striking example of which
is the prevalence of gang promotion by young gang members. Despite
this, only 1 in 4 users of the social media platform Facebook adopt
restrictive privacy settings, such that this information may be publicly
available – though these policies in themselves do not completely prevent
information being gathered about the user.
In the intelligence community, intelligence gathered from open data
sources is referred to as Open-Source Intelligence (OSINT). Information
discovered from these sources, which includes publicly available social
media information, may be utilised for a variety of purposes. In some
cases, it may be used illegitimately, such as for stalking, terrorism,
or identify theft. However, with the appropriate legal and ethical
considerations, these sources may be exploited in legitimate OSINT
investigations, examples of which pertain to: employee vetting, fraud
detection, counter-terrorism and gang violence.
The types of information sought after, as well as their uses, vary
depending on the context of the investigation. Ultimately, the information
is collected in order to fulfil a specific task. An example of this would
be vetting an applicant for a high profile legal position. In this case, it
is prudent to conduct criminal background checks, as well as to inquire
as to the general nature, behaviour and disposition of the individual, as
to avoid future scandal. In the case of terrorist investigations, personal
conduct is viewed in a different context, with the social element
emphasising related individuals. Who are they talking to? What are
they saying? How are they communicating? Where do they go and
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Box 5.	Example of OSINT in actual investigations,
AFIR, Romania

Case under Sub-measure 6.2 sub-measure – Funding for a guest house – requires that the financed
activity be for a new facility, previously not used for agricultural/rural purposes.
I. Application
Beneficiary applied to receive funding in order to change the designation of a residential house to
a guest house and modernise it.
II. Investigative measures using OSINT on the internet:
• Google street view images showed that, before applying, the house was also used as a guest
house.
• Booking websites included users’ feedback for the guest house. This indicated that the property
was being used as a guest house before applying for financial aid.
III. Conclusion – Project ineligible for aid, financing denied.

what do they do? This type of inquiry could result in the discovery
that the subject associates with known terrorists, or openly posts
information relating to extremist websites. In the case of a potential
corporate merger, it may be prudent to investigate the track record
of the company and its executives. Public business records could be
utilised in this case, which may uncover a long line of failed business,
suggesting that this merger would be unwise. In all cases, vast arrays
of open data sources can be leveraged in order to determine a course
of action or support/refute a particular assertion.
The abundance of information on the internet, including user generated
content (UGC), makes analysis of data rather challenging. Therefore, for
investigators, validation and verification of the information are crucial for
collecting evidential data.

CREATING A VERIFICATION PROCESS AND CHECKLIST21
Verification Fundamentals
21

• Put a plan and procedures in place for verification beforehand.
• Verification is a process. The path to verification can vary with each
fact.
• Verify the source and the content they provide.
• Never parrot or trust sources whether they are witnesses, victims,
perpetrators or authorities. First-hand accounts can be inaccurate or
21

Excerpt from The Verification Handbook, (2014), The European Journalism Centre.
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manipulative, fuelled by emotion or shaped by faulty memory or
limited perspective.
Challenge the sources by asking ‘How do you know that?’ and ‘How
else do you know that?’
Triangulate what they provide with other credible sources including
documentations such as photos and audio/video recordings.
Ask yourself, ‘Do I know enough to verify?’ Are you knowledgeable
enough about the topics that require understanding of cultural,
ethnical, religious complexities?
Collaborate with team members and experts; don’t go it alone.

Verifying user-generated content
• Start from the assumption that the content is inaccurate or been scraped,
sliced, diced, duplicated and/or reposted with different context.
• Follow these steps when verifying UGC:
– Identify and verify the original source and the content (including
location, date and approximate time).
– Triangulate and challenge the source.
– Obtain permission from the author/originator to use the content
(photos, videos, audio).
• Always gather information about the uploaders, and verify as much
as possible.

1.	Identify and verify the original source and the content
(including location, date and approximate time)
Provenance
The first step of UGC verification is to identify the original content,
be it a tweet, image, video, text message, etc. Some questions to start
with:
•
•
•
•
•

Can you find the same or similar posts/content elsewhere online?
When was the first version of it uploaded/filmed/shared?
Can you identify the location? Was the UGC geotagged?
Are any websites linked from the content?
Can you identify the person who shared/uploaded the UGC, and
contact them for more information? (See the ‘Source’ section below.)

When dealing with images and videos, use Google Image Search or
TinEye to perform a reverse image/video thumbnail search. If several
links to the same image pop up, click on ‘view other sizes’ to find the
highest resolution/size, which usually is the original image.
For verifying provenance of images:
• Use Google Image Search or TinEye to perform a reverse image
search. If several links to the same image pop up, click on ‘view other
sizes’ to find the highest resolution/size which usually is the original
image.
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• Check to see if the image has any EXIF data (metadata). Use software
like Photoshop or free tools such as Fotoforensics.com or Findexif.com
to see information about the model of the camera, the timestamp
of the image (caution: the data could default to the manufacturer’s
settings), and the dimensions of the original image.
• Social networks like Twitter, Facebook and Instagram strip out most
metadata. Flickr is an exception. Instead, try Geofeedia and Ban.jo
to identify the GPS data from the mobile device that uploaded the
image.
For verifying provenance of video:
• Use acronyms, place names and other pronouns for good keyword
search on video sharing platforms such as YouTube, Vimeo and Youku.
• Use Google Translate when dealing with contents in a foreign language.
• Use the date filter to find the earliest videos matching the keywords.
• Use Google Image Search or TinEye to perform a reverse video
thumbnail search.
Source
With the original content identified, gather information about the author/
originator of the content. The goal is to confirm whether the person
behind the account is a reliable source.
Examine an uploader’s digital footprint by asking these questions:
• Can you confirm the identity of, and contact, the person?
• Are you familiar with this account? Has their content and reportage
been reliable in the past?
• Check the history of the uploader on the social network:
– How active are they on the account?
– What do they talk about/share?
– What biographical information is evident on the account? Does it
link anywhere else?
– What kind of content have they previously uploaded?
– Where is the uploader based, judging by the account history?
• Check who they are connected on the social network:
– Who are their friends and followers?
– Who are they following?
– Who do they interact with?
– Are they on anyone else’s lists?
• Try to find other accounts associated with the same name/username
on other social networks in order to find more information:
– If you find a real name, use people search tools (Spokeo, White
Pages, Pipl.com, WebMii) to find the person’s address, email and
telephone number.
– Check other social networks, such as LinkedIn, to find out about
the person’s professional background.
• Check if a Twitter or Facebook Verified account is actually verified by
hovering over the blue check. If the account is verified by Twitter or
Facebook, a popup will say ‘Verified Account’ or ‘Verified Page.’
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When dealing with images and videos, adopt the shooter’s perspective.
(These questions also work when trying to verify textual information.) Ask
yourself these questions about the source to check their credibility:
o
o
o
o
o
o

Who are they?
Where are they?
When did they get there?
What could they see (and what does their photo/video show)?
Where do they stand?
Why are they there?

Connect their activity to any other online accounts they maintain by
asking these questions:
• Search Twitter or Facebook for the unique video code – are there
affiliated accounts?
• Are there other accounts – Instagram, a blog or website – listed on
the video profile or otherwise affiliated with this uploader?
• What information do affiliated accounts give that indicate recent
location, activity, reliability, bias or agenda?
• How long have these accounts been active? How active are they?
(The longer and more active, the more reliable they probably are.)
• Who are the social media accounts connected with, and what does
this tell us about the uploader?
• Can we find whose information for an affiliated website?
• Is the person listed in local phone directories, on Spokeo, Pipl.com
or WebMii or on LinkedIn?
• Do their online social circles indicate they are close to this story/
location?

Content
Date
Verify the date and approximate time, particularly when dealing with
photos/videos:
• Check the weather information on the day and the location where
the event happened. Is the weather condition the same from the
(local) weather forecasts and other uploads from the same event? Use
Wolfram Alpha to perform a search (e.g., ‘What was the weather in
London, England, on January 20, 2014?’).
• Search news sources for reports about events on that day.
• Using video and image search (YouTube, Google, TinEye, etc.), see
if any earlier pieces of content from the same event predate your
example. (Be aware that YouTube date stamps using Pacific Standard
Time from the moment the upload begins.)
• For images and video, look (and listen) for any identifying elements
that indicate date/time, such as clocks, television screens, newspaper
pages, etc.

Chapter 3. Investigative

and methodological tools and techniques

33

Location
Another crucial aspect of verification is to identify the location of the
content:
• Does the content include automated geolocation information? (Services
such as Flickr, Picasa and Twitter offer the option of including location,
though it is not foolproof.)
• Find reference points to compare with satellite imagery and geolocated
photographs, such as:
– Signs/lettering on buildings, street signs, car registration plates,
billboards, etc. Use Google Translate or free.orc.com for online
translation.
– Distinctive streetscape/landscape such as mountain range, line of
trees, cliffs, rivers, etc.
– Landmarks and buildings such as churches, minarets, stadiums,
bridges, etc.
• Use Google Street View or Google Maps’ ‘Photos’ function to check
if geolocated photographs match the image/video location.
• Use Google Earth to examine older images/videos, as it provides a
history of satellite images. Use Google Earth’s terrain view.
• Use Wikimapia, the crowdsourced version of Google Maps, to identify
landmarks.
• Weather conditions such as sunlight or shadows to find approximate
time of day. Use Wolfram Alpha to search weather reports at specific
time and place.
– License/number plates on vehicles
– Clothing
For Videos:
• Examine the language(s) spoken in the video. Check if accents and
dialects match up with the geographical location. Beware that Google
Translate does not give correct translation for some languages. Ask
those who speak the language for support.
• Are video descriptions consistent and mostly from a specific
location?
• Are videos dated?
• If videos on the account use a logo, is this logo consistent across
the videos? Does it match the avatar on the YouTube or Vimeo
account?
• Does the uploader ‘scrape’ videos from news organizations and other
YouTube accounts, or do they upload solely user-generated content?
• Does the uploader write in slang or dialect that is identifiable in the
video’s narration?
• Are the videos on this account of a consistent quality? (On YouTube go
to Settings and then Quality to determine the best quality available.)
• Do video descriptions have file extensions such as .AVI or .MP4 in
the video title? This can indicate the video was uploaded directly
from a device.
• Does the description of a YouTube video read: ‘Uploaded via YouTube
Capture’? This may indicate the video was filmed on a smartphone.
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2.	Triangulate and challenge the source
Once you go through the above steps ask yourself:
• Do the images/videos/content make sense given the context in which
it was shot/filmed?
• Does anything look out of place?
• Do any of the source’s details or answers to my questions not add up?
• Is there anything on Snopes related to this?
• Does anything feel off, or too good to be true?
When getting in touch with the source, ask direct questions and crossreference answers to information you get through your own research.
Make sure that their answers match up with your findings.
For images:
• When questioning, reflect what you know from the EXIF data and/
or geolocation information from tools like Google Street View and
Google Maps.
For videos:
• If you have doubts over construction of the video, use editing
software such as VLC media player (free), Avidemux (free) or Vegas
Pro (licensed) to split a video into its constituent frames.

HORIZON SCANNING22
Fraud management is a tricky area in any field. While on one hand,
divisive technology landscapes add to the complexity in preventing fraud,
tightly integrated systems backed by opaque and inefficient processes are
no good either. Early detection of fraud and a clear understanding of
fraud schemes are key to its prevention.22
Historically, the focus was on continuous, real-time monitoring of systems
and their applications to detect malicious activity. Analytics at best was
used for deriving ‘trends’ from the voluminous, siloed historical data sets.
However, given the increasing ‘creativity’ of fraud perpetrators, we believe
that analytics and machine learning aided by a horizon scanning program
can go a long way in identifying fraud schemes and their manifestation.
For example, there are frauds that will typically span processes and
departments in organisations, possibly even geographies. Combating such
22

Based on The Vital Triad for Fraud Prevention: Horizon Scanning, Analytics, and Machine Learning, White
Paper, Tata Consultancy Services; Models of Horizon Scanning: How to integrate Horizon Scanning
into European Research and Innovation Policies, European Commission, 2015; Horizon Scanning in
Government: Concept, Country Experiences, and Models for Switzerland, Center for Security Studies,
Zurich, 2009.
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instances using traditional methods is a longdrawn process, with an
expert committee evaluating the fraud scenario and initiating possible
remedial action. In case, it’s a first-of-its-kind fraud for the institution,
this process will take even longer, meaning that precious time is lost in
containing damage and preventing further incidence.
To top this, fraud prevention teams have fewer resources equipped
with the multiple skills required of them. For proactive, real-time fraud
identification, quantification, and prevention, organisations must leverage
automation tools powered by intelligent technologies like machine learning
and analytics in coordination with horizon scanning techniques.
Horizon Scanning is the systematic outlook to detect early signs of
potentially important developments. These can be weak (or early)
signals, trends, wild cards or other developments, persistent problems,
risks and threats, including matters at the margins of current thinking
that challenge past assumptions. Horizon Scanning can be completely
explorative and open or be a limited search for information in a
specific field based on the objectives of the respective projects or
tasks. It seeks to determine what is constant, what may change, and
what is constantly changing in the time horizon under analysis. A set
of criteria is used in the searching and/ or filtering process. The time
horizon can be short-, medium- or long-term. Horizon scanning data
includes both soft data (opinions, collective insight, and intelligence) as
well as hard data (structured transactional data, usually from ‘systems
of record’).
With more and more processes getting digitized, organisations need to
connect ‘systems of engagement’ with their ‘systems of record’ to be
able to detect frauds at the connective tissue level. A key feature of
horizon scanning is the ability to spot the unexpected, through the use
of exploratory forecasting. A study of known patterns through scenario
analysis and normative forecasting should be complemented by horizon
scanning techniques, which often involves spotting trends, identifying the
elements that are constant, those that change, and those that constantly
change.
Fraud detection has shifted to continuous, real-time monitoring of
operations and infrastructure use to identify anomalous behaviour from
the traditional methods of performing audit checks and connecting them
to financial statement mismatches. Fraud prevention techniques and tools
need capabilities to anticipate and prevent the ‘unknown’, which can be
achieved by collecting horizon data, parts of which may initially seem
irrelevant. Mapping such data to transactions and configurational and
operational data will help derive new possible scenarios for the current
business environment and internal control factors (BEICF).
Statistical techniques will yield valuable insights into possible and probable
fraud scenarios. This apart, feeding the data to possible internal scenarios
and determining their probability of occurrence given the organisation’s
BEICF, is an important exercise. Horizon scanning data will therefore
help internalize possible fraud scenarios that were previously not on
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the organisation’s radar because of their failure to perform the mapping
exercise and recognize such scenarios. Regular mapping of horizon data
to internal data will help the organisation shift from a fraud-detection
mode to a fraud prevention mode.
Developing machine learning algorithms relevant to the scenarios or
combinations thereof, and validating them with relevant data sets will
enable the automation of the fraud prevention and early warning systems.
The strength of such an approach stems from the fact that it will span
business, operations, and technology domains. The algorithms must be
validated in context by subject matter experts for relevance to enable
organisations to choose the right predictors and their correlations. The
non-occurrence of these scenarios is the desired outcome for fraud
prevention.
Thereafter, when new horizon scan data is received, the scenarios and
their random combinations are parsed to predict fraud. When alerts are
received from the early warning system, appropriate changes must be
triggered in the existing BEICF to prevent fraud. The system ‘learns’ with
every new set of data and matures in ‘intelligence’.
Horizon scanning is an efficient way to collect data from across
enterprises using similar architectures, services or business models. This
technique helps bridge data deficiencies for scenario development and
validation by leveraging the learnings of the entire ecosystem to create
exponential value for the organisation. New data sets that hitherto
appeared irrelevant to the organisation, may prove valuable in new
scenario or context development. Cloud technology aids collating and
analysing large data sets for business use at affordable cost of use and
maintenance – coupled with analytics and machine learning, this can
facilitate the development of an intelligent and data driven approach
to fraud prevention. Such an approach will enable organisations to
proactively adopt disruptive technology innovations without fears about
fraud emanating from their systems, processes, and workforce. Given all
these advantages, organisations must actively consider leveraging the vital
triad of horizon scanning, analytics, and machine learning to develop
a futuristic approach to fraud prevention in an era characterized by
disruptive technologies and business models.
In a narrow sense, horizon scanning refers to a policy tool that systematically
gathers a broad range of information about emerging issues and trends in
an organization’s political, economic, social, technological, or ecological
environment. More generally, it is also used as a synonym for a variety
of so-called foresight activities that aim to develop the capabilities of
organizations to deal better with an uncertain and complex future. Two
key functions for policymaking emerge:
• Information function: Horizon scanning informs policy-makers about
emerging trends and developments in an organization’s external
environment. Its main products are strategic scans that cover a broad
range of issues and are disseminated in the form of policy briefs,
reports, or scenarios.
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• Policy development function: Horizon scanning refers to a process that
supports the envisioning of desired futures and emphasizes the creation
of networks and knowledge flows between people and organizations.
Intensified interactions across professional and policy communities
stimulate the emergence of shared understandings and thus facilitate
the development of innovative policies.

IN PRACTICE
Horizon scans to detect and collect evidence about an organization’s
external environment constitute only one (yet important) part of a
comprehensive foresight process, which the following paragraphs describe
in more detail. Foresight is defined as a deliberate attempt to broaden
the ‘boundaries of perception’: It expands the awareness of emerging
issues and situations and supports strategic thinking by developing a
range of possible ways of how the future could unfold. A foresight
process can be roughly divided into three phases:
• The early detection of emerging issues by using horizon scans
• The generation of foresight by undertaking futures projects
• The development of policy options by applying scenario techniques
Early detection (phase 1) addresses the identification and continuous
monitoring of all relevant issues and developments in an organization’s
external environment. The conceptual idea is to establish an informationgathering system that detects discontinuities in trends hitherto perceived
as stable and unchanging. These discontinuities are usually foreshadowed
in the form of ‘weak signals’ that indicate changes long before they
become general knowledge and come to the attention of policy-makers.
Methodically, it builds on horizon scans and rests on the assumption
that the continuing accumulation of information allows the observer to
extract more explicit evidence. Early detection is expected to improve
the flexibility of governance as it reduces ‘surprise effects’ and increases
the room for manoeuvre by giving decision makers sufficient lead time
to take the appropriate countermeasures against emerging threats.
The generation of foresight (phase 2) addresses the assessment and
understanding of selected policy challenges. After information is scanned,
collected, filtered, and processed, the gathered evidence is interpreted
to tease out ‘the implications of the various possible future views for a
particular organization’. Specific issues that may become more important
in the future are selected and studied comprehensively. The selection of
issues is based on specific criteria: they should, for example, have a high
potential impact on society and the economy, they may be triggered by
new technologies, or they may represent areas where change is complex
and rapid and future developments highly uncertain. Another commonly
found important selection criterion is the political support provided by
the government and other important decision-makers to ensure that new
insights will later lead to political action. Such ‘futures projects’ must
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be based on the best available scientific and other evidence and try to
capture a particular issue in all its relevant dimensions. Several futures
projects may be ongoing simultaneously and they may address a broad
range of policy areas. Their ultimate aim is to draw a realistic picture of
the ‘present implications of possible future events’.
The insights generated through futures projects lead to the development of policy options (phase 3). As there is no such thing as the
future, a variety of potential futures is explored, because under conditions of ‘heightened uncertainty’, the best course of action is to look
forward purposefully and to present ‘alternative scenarios’. Scenarios may
distinguish between possible, plausible, probable, and preferable futures
as captured by the ‘futures cone’:
• Possible futures include everything we can imagine, regardless of how
unlikely it may be, and may involve the results of knowledge that we
do not yet have, but that may be available in the future.
• Plausible futures have a reasonable probability of occurring, as they
are in line with the current general knowledge and understanding of
how the world operates.
• Probable futures are likely to happen, as they are largely extrapolations
of the present and the past into the future.
• Finally, in contrast to the previously described futures, the preferable
futures are not a product of (non) existing knowledge, but are based
on subjective judgments and values, as they describe the outcomes
desired by individuals or organizations.
Preferable futures are envisioned by crafting normative scenarios that
explore aspects of desired policies. However, formulating a broadly
shared consensus on such preferred futures is rarely feasible in public
policy, because deliberations among many stakeholders with very
diverse interests and values almost inevitably lead to contradictory
recommendations. Consequently, the construction of normative scenarios
should be understood as an open discourse that enables interaction and
communication among participants and eventually leads to a mutual
understanding of each other’s notions of a preferable future.
What are the more general practical contributions of horizon scanning
and foresight to policymaking? The process described above results
implicitly in two functions, which are linked to the two different meanings
of horizon scanning.
The first function is to inform policy by providing knowledge and new ideas
that result in a tangible output such as reports, policy briefs, or scenarios about
emerging issues. At its heart are horizon scans: the analytical task of
systematically gathering and documenting data and facts about potentially
relevant trends and developments in the perceptible political, economic,
social, or technological environments of an organization. While such a
product-oriented approach has long been considered the core purpose
of horizon scanning, it has increasingly been criticized as being too static
and not contributing sufficiently to a social learning process that enables
the generation of future-oriented policies.
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Consequently, the focus has now shifted to a second function of foresight that
facilitates the development of innovative policies. Foresight is conceived as
a learning process that supports the envisioning of desired futures.
It is claimed that the creation of linkages, networks, or knowledge
flows between people and organizations accounts for the real strengths
of foresight. In other words: Policymaking can be improved not only
through concrete products, but also through enhanced communication,
extended networks, coordinated preferences, and changes in thinking.
Such improvements allow policy-makers to make better informed
choices, to improve the political responsiveness, and to facilitate policy
development. This process-oriented perspective on horizon scanning is
captured by the comprehensive foresight process.
The potential benefits of horizon scanning and foresight are therefore
twofold: The traditional product-oriented focus on the ‘delivery of
information on future developments as a basis for priority-setting’ on
the one hand, and the focus on an innovative reflexive mutual learning
process among policy-makers that stimulates ‘the emergence of common
visions’ on the other hand.

ANNEX 1. COMPUTER-BASED ELECTRONIC EVIDENCE23

Information Technology is ever developing and each new development
finds a greater role in our lives. The recovery of evidence from
electronic devices is now firmly part of investigative activity in both
public and private sector domains. Electronic evidence is valuable
evidence and it should be treated in the same manner as traditional
forensic evidence – with respect and care. The methods of recovering
electronic evidence, whilst maintaining evidential continuity and integrity
may seem complex and costly, but experience has shown that, if dealt
with correctly, it will produce evidence that is both compelling and
cost effective.23
It cannot be overem phasised that the rules of evidence apply equally
to computer-based electronic evidence as much as they do to material
obtained from other sources. It is always the responsibility of the case
officer to ensure compliance with legislation and, in particular, to be
sure that the procedures adopted in the seizure of any property are
performed in accordance with statute and current law.
The advice given here has been formulated to assist staff in dealing
with allegations of crime which involve a high-tech element and to
ensure they collect all relevant evidence in a timely and appropriate
manner.

THE PRINCIPLES OF COMPUTER-BASED ELECTRONIC EVIDENCE
Principle 1:
No action taken by law enforcement agencies or their agents should
change data held on a computer or storage media which may subsequently
be relied upon in court.

Principle 2:
In circumstances where a person finds it necessary to access original
data held on a computer or on storage media, that person must be
competent to do so and be able to give evidence explaining the
relevance and the implications of their actions.

23

Based on Good Practice Guide for Computer-Based Electronic Evidence, E-Crime Working Group,
the Association of Chief Police Officers, United Kingdom, 2014.
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Principle 3:
An audit trail or other record of all processes applied to computer-based
electronic evidence should be created and preserved. An independent
third party should be able to examine those processes and achieve the
same result.

Principle 4:
The person in charge of the investigation (the case officer) has overall
responsibility for ensuring that the law and these principles are adhered to.

The principles explained
Electronic evidence abides to the same rules and laws that apply to
documentary evidence. The rationale of documentary evidence may
be described as follows: the burden of proof lies with the prosecution
to demonstrate to the court that the evidence produced has not been
changed or altered from when it was first taken into the possession of
police.
Operating systems and other programs frequently alter and add to the
contents of electronic storage. This may happen automatically without
the user necessarily being aware that the data has been changed.
In order to comply with the principles of computer-based electronic
evidence, wherever practicable, an image should be made of the entire
target device. Partial or selective file copying may be considered as an
alternative in certain circumstances e.g. when the amount of data to
be imaged makes this impracticable. However, investigators should be
careful to ensure that all relevant evidence is captured if this approach
is adopted.
In a minority of cases, it may not be possible to obtain an image using
a recognised imaging device. In these circumstances, it may become
necessary for the original machine to be accessed to recover the evidence.
With this in mind, it is essential that a witness, who is competent to give
evidence to a court of law makes any such access.
It is essential to display objectivity in a court, as well as the continuity
and integrity of evidence. It is also necessary to demonstrate how
evidence has been recovered, showing each process through which the
evidence was obtained. Evidence should be preserved to such an extent
that a third party is able to repeat the same process and arrive at the
same result as that presented to a court.
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OVERVIEW OF COMPUTER-BASED ELECTRONIC INVESTIGATIONS
Technology is present in every aspect of modern life. At one time, a
single computer filled an entire room. Today, a computer can fit in
the palm of your hand. Criminals are exploiting the same technological
advances which are driving forward the evolution of society.
Computers can be used in the commission of crime, they can contain
evidence of crime and can even be targets of crime. Understanding the
role and nature of electronic evidence that might be found, how to
process a crime scene containing potential electronic evidence and how
an agency might respond to such situations is crucial.

Figure 6.	Challenges in obtaining digital
Access to premises denied

evidence in

Bulgaria:

Access to premises
denied to OLAF,
where computer data
is located

Public Financial
Inspection Agency (PFIA)
contacts local Police

Police, Public
Financial Agency and
OLAF and AFCOS
enter premises

The access
to premises is given
with least damage
to property

OLAF enters
the premises and
starts the OTSC

Successful
investigation
performed by OLAF
and AFCOS

Source: Based on conference presentations.

This guide represents the collective experience of the law enforcement
community, academia and the private sector in the recognition, collection
and preservation of computer-based electronic evidence in a variety of
crime scenarios.
Each responder must understand the fragile nature of computer-based
electronic evidence and the principles and procedures associated with
its collection and preservation.

The Nature of Computer-Based Electronic Evidence
Computer-based electronic evidence is information and data of
investigative value that is stored on or transmitted by a computer. As
such, this evidence is latent evidence in the same sense that fingerprints
or DNA (deoxyribonucleic acid) evidence is latent.
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In its natural state, we cannot see what is contained in the physical
object that holds our evidence. Equipment and software are required
to make the evidence available. Testimony may be required to explain
the examination and any process limitations. Computer-based electronic
evidence is, by its very nature, fragile. It can be altered, damaged, or
destroyed by improper handling or improper examination. For this reason,
special precautions should be taken to document, collect, preserve and
examine this type of evidence. Failure to do so may render it unusable
or lead to an inaccurate conclusion.
This guide suggests methods that will help preserve the integrity of such
evidence.

Figure 7.	Challenges
Electronic

in obtaining digital evidence in

Bulgaria:

data withheld

Access to premises
allowed, but providing
computer data denied

Financial inspector could
seal the premises

PFIA requests
the regional court to issue
a warrant for search and
seizure of computer data

The Regional court
makes a decision
immediately

PFIA Director request
assistance from the Police
authorities for search
and seizure

Financial inspector +
police carry out search
and seizure

Copy of the seized data
is given to OLAF

Successful investigation
performed by OLAF
and AFCOS

Source: Based on conference presentations.

Crime scenes
There are many data storage devices/media that may be encountered
whilst searches are being conducted during investigations. These are
often valuable sources of evidence which, if dealt with in an evidentially
acceptable manner, may enhance the investigation. This section is
intended to assist individuals who have received no specialist training
in this area, to carry out such searches and ensure that their actions in
relation to the seizure of such material are correct.
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The following guidance deals with the majority of scenarios that may
be encountered. The general principles, if adhered to, will ensure the
best chance of evidence being recovered in an uncontaminated and,
therefore, acceptable manner.
It is accepted that, depending on the particular circumstances found
during a search, there may be more appropriate options available
than those that follow. However, these alternative options will not be
addressed in this guide, as such courses of action should only be invoked
by individuals who have received appropriate training in this specialised
area of work.
The majority of computers found during searches are desktop or laptop
PCs.
If in any doubt as to the correct action to be taken, seek specialist
advice.

Desktop and Laptop Computers
Upon discovery of computer equipment which appears to be switched off:
• Secure and take control of the area containing the equipment.
• Move people away from any computers and power supplies.
• Photograph or video the scene and all the components including
the leads in situ. If no camera is available, draw a sketch plan of
the system and label the ports and cables so that system/s may be
reconstructed at a later date.
• Allow any printers to finish printing.
• Do not, in any circumstances, switch the computer on.
• Make sure that the computer is switched off – some screen savers
may give the appearance that the computer is switched off, but hard
drive and monitor activity lights may indicate that the machine is
switched on.
• Be aware that some laptop computers may power on by opening
the lid.
• Remove the main power source battery from laptop computers.
However, prior to doing so, consider if the machine is in standby
mode. In such circumstances, battery removal could result in avoidable
data loss.
• Unplug the power and other devices from sockets on the computer
itself (i.e. not the wall socket). A computer that is apparently switched
off may be in sleep mode and may be accessed remotely, allowing
the alteration or deletion of files.
• Label the ports and cables so that the computer may be reconstructed
at a later date.
• Ensure that all items have signed and completed exhibit labels attached
to them. Failure to do so may create difficulties with continuity and
cause the equipment to be rejected by the forensic examiners.
• Search the area for diaries, notebooks or pieces of paper with
passwords on which are often attached or close to the computer.
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• Consider asking the user about the setup of the system, including any
passwords, if circumstances dictate. If these are given, record them
accurately.
• Make detailed notes of all actions taken in relation to the computer
equipment.
Upon discovery of computer equipment which is switched on:
• Secure the area containing the equipment.
• Move people away from computer and power supply.
• Photograph or video the scene and all the components including
the leads in situ. If no camera is available, draw a sketch plan of
the system and label the ports and cables so that system/s may be
reconstructed at a later date.
• Consider asking the user about the setup of the system, including any
passwords, if circumstances dictate. If these are given, record them
accurately.
• Record what is on the screen by photographing and by making a
written note of the content of the screen.
• Do not touch the keyboard or click the mouse. If the screen is
blank or a screen saver is present, the case officer should be
asked to decide if they wish to restore the screen. If so, a short
movement of the mouse should restore the screen or reveal that
the screen saver is password protected. If the screen restores,
photograph or video it and note its content. If password protection
is shown, continue as below, without any further touching of the
mouse. Record the time and activity of the use of the mouse in
these circumstances.
• Where possible, collect data that would otherwise be lost by removing
the power supply e.g. running processes and information about the
state of network ports at that time. Ensure that for actions performed,
changes made to the system are understood and recorded.
• Consider advice from the owner/user of the computer but make sure
this information is treated with caution.
• Allow any printers to finish printing.
• If no specialist advice is available, remove the power supply from
the back of the computer without closing down any programs. When
removing the power supply cable, always remove the end attached
to the computer and not that attached to the socket. This will avoid
any data being written to the hard drive if an uninterruptible power
protection device is fitted.
• Remove all other connection cables leading from the computer to
other wall or floor sockets or devices.
• Ensure that all items have signed exhibit labels attached to them.
Failure to do so may create difficulties with continuity and cause the
equipment to be rejected by the forensic examiners.
• Allow the equipment to cool down before removal.
• Search area for diaries, notebooks or pieces of paper with passwords
on which are often attached or close to the computer.
• Ensure that detailed notes of all actions are taken in relation to the
computer equipment.
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What should be seized?
For the retrieval of evidence (Examples):
• Main unit: usually the box to which the monitor and keyboard are
attached.
• Monitor, keyboard and mouse (only necessary in certain cases. If in
doubt, seek expert advice).
• Leads (again only necessary in certain cases. If in doubt, seek expert
advice).
• Power supply units.
• Hard disks not fitted inside the computer.
• Dongles (see Glossary).
• Modems (some contain phone numbers).
• External drives and other external devices.
• Wireless network cards (see Glossary).
• Modems.
• Routers.
• Digital cameras.
• Floppy disks.
• Back up tapes.
• Jaz/Zip cartridges.
• CDs.
• DVDs.
• PCMCIA cards (see glossary).
• Memory sticks, memory cards and all USB connected devices.
Always label the bags containing these items, not the items themselves.
If the power is removed from a running system, any evidence stored in
encrypted volumes will be lost, unless the relevant key is obtained. Also,
note that potentially valuable live data could be lost, leading to damage
claims, e.g. corporate data.
To assist in the examination of the equipment, seize:
•
•
•
•

Manuals of computer and software.
Anything that may contain a password.
Encryption keys.
Security keys – required to physically open computer equipment and
media storage boxes.

For comparisons of printouts, seize:
• Printers, printouts and printer paper for forensic examination, if required.
Other storage media
It should be borne in mind that a number of electronic devices
encountered at searches might contain evidence relevant to your criminal
investigation. These include:
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Mobile telephones.
Pagers.
Land line telephones.
Answering machines.
Facsimile machines.
Dictating machines.
Digital cameras.
Internet-capable digital TVs.
Media PC.
Satellite receivers.
HD recorders.
Next generation games consoles.

If any of these items are to be seized and disconnected from a power
supply, their memory may be erased. Seek expert advice before taking
any action.

Transport
Main computer unit
Handle with care. If placing in a car, place upright where it will
not receive serious physical shocks. Keep away from magnetic sources
(loudspeakers, heated seats & windows and police radios).
Monitors
These are best transported screen down on the back seat of a car and
belted in.
Hard disks
As for the main unit, protect from magnetic fields. Place in anti-static
bags or in tough paper bags or wrap in paper and place in aerated
plastic bags.
Memory Sticks and PCMCIA cards
As for the main unit, protect from magnetic fields. Do not fold or bend.
Do not place labels directly onto floppy disks.
Personal Digital Organisers, Electronic Organisers and Palmtop computers
Protect from magnetic fields.
Keyboards, leads, mouse and modems
Place in plastic bag. Do not place under heavy objects.
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Other Considerations
• Preservation of equipment for DNA or fingerprint examination.
• If fingerprints or DNA are likely to be an issue, always consult with
the case officer.
• Using aluminium powder on electronic devices can be dangerous
and result in the loss of evidence. Before any examination using this
substance, consider all options carefully.
• Store equipment in conditions of normal humidity and temperature.
Do not store in conditions of excessive heat, cold, dampness or
humidity.
Batteries
Most computers are capable of storing internal data, including CMOS
(see Glossary) settings, by using batteries. Batteries must be checked
at regular intervals to preserve the evidence, until all examinations
are complete and the data secured. It is not possible to determine
the life expectancy of any one battery. However, this is an important
consideration when storing a computer for long periods before forensic
examination and should be addressed in local policy.

Storage after seizure
The computer equipment should be stored at normal room temperature,
without being subject to any extremes of humidity and free from
magnetic influence such as radio receivers. Some computers are capable
of storing internal data by use of batteries. If the battery is allowed to
become flat, internal data will be lost. Dust, smoke, sand, water and
oil are harmful to computers. Aluminium fingerprint powder is especially
harmful and dangerous.
Crime scenes on the Internet
The Internet is a medium through which material can be stored, relayed
or shared. Despite its size and complexity, it is nothing more than a
large computer network. Ultimately, any information on the Internet
physically resides on one or more computer systems and, therefore,
it could be retrieved through a forensic examination of those physical
devices. However, some of this information may be volatile, e.g. instant
messaging content; or it could be altered or deleted prior to the location
and examination of those devices, e.g. website content. In such cases,
it may be necessary to capture evidence directly from the Internet,
possibly during ‘live’ interaction with a suspect or by capturing live
website content.
E-mail
E-mail can be forensically retrieved from physical machines, although
in certain circumstances it may be that only a small number of e-mails
require retrieval and examination. Investigators may wish to obtain these
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from a victim’s computer system, without having to address possible delays
in obtaining a forensic examination or causing significant inconvenience
to the victim. In such circumstances, printed copies of the e-mails
themselves, including header information, would be sufficient to evidence
the sending/receipt and content of the e-mail. Header information is
not normally visible to the reader of the e-mail, but it can be viewed
through the user’s e-mail client program. The header contains detailed
information about the sender, receiver, content and date of the message.
Investigators should consult staff within their force Computer Crime
Units or Telecommunications Single Point of Contact if they are under
any doubt as to how to retrieve or interpret header information. Clearly
any such evidential retrievals need to be exhibited in the conventional
manner i.e. signed, dated and a continuity chain established.
E-mail/Webmail/Internet Protocol Address account information
Investigators seeking subscriber information relating to e-mail, webmail
or Internet connections should consult their force Telecommunications
Single Points of Contact who are able to advise on the potential
availability and nature of user or subscriber information. Any request for
Telecommunications Data is subject to the provisions of the respective
applicable data protection legislation.
Websites/Forum Postings/Blogs
Evidence relating to a crime may reside on a website, a forum posting or
a web blog. Capturing this evidence may pose some major challenges, as
the target machine(s) may be cited outside of the respective jurisdiction
or evidence itself could be easily changed or deleted. In such cases,
retrieval of the available evidence has a time critical element and
investigators may resort to time and dated screen captures of the
relevant material or ‘ripping’ the entire content of particular Internet
sites. When viewing material on the Internet, with a view to evidential
preservation, investigators should take care to use anonymous systems.
Advice on the purchase and use of such systems should be obtained
from the respective specialised law enforcement units. Failure to utilise
appropriate systems could lead to the compromise of current or future
operations. Investigators should consult their respective specialised units
if they wish to ‘rip’ and preserve website content.
Open Source Investigation
There is a public expectation that the Internet will be subject to routine
‘patrol’ by law enforcement agencies. As a result, many bodies actively
engage in proactive attempts to monitor the Internet and to detect illegal
activities. In some cases, this monitoring may evolve into ‘surveillance’.
In such circumstances, investigators should seek an authority for directed
surveillance, otherwise any evidence gathered may be subsequently ruled
inadmissible. Once again, when conducting such activities, investigators
should utilise anonymous systems which are not likely to reveal the
fact that law enforcement is investigating that particular section of the
Internet.
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Working with metadata in documents24
Metadata can come in two forms: application metadata and system
metadata. Application metadata is typically embedded in the document,
so it ‘moves’ with the file when it’s copied or e-mailed. This form of
metadata is generated as a function of an application used to create a
file and instructs that application on how to display a document. The
document actually stores, in varying degrees, information pertaining to
the document’s lifecycle, from its creation to its destruction.
Microsoft Office documents like Word and Excel can contain extremely
valuable application metadata.
Metadata in Office documents, usually automatically created unbeknownst
to users, includes:
• Author, title, subject, keywords, company, and comments
• Creation date, last save time, time last printed, last saved by, revision
number, total edit time
Several other types of hidden and personal information can be contained
in Office documents:
• Comments and revision marks from the Microsoft Word track changes
feature: The forensic examiner can use this feature to determine
changes made to documents over time and view the names of those
who worked on and reviewed them when this feature was used by
the individuals editing the document. Imagine a case in which you
suspect some suppliers have been rigging bids. You’re able to recover
from one of the proposals, written as a Word document, a deleted
comment written in track changes by a supplier’s president: ‘Change
the price to EUR 500,000; the others are on board with this.’
• Hidden text and data: Text in Word documents and rows and
columns in Microsoft Excel might be formatted as hidden so they
don’t print. However, the examiner can find that information in the
original electronic document.
• Embedded elements: Documents can contain embedded graphics and
text generated with other programs. For example, a table in a Word
document for a financial report might actually be an embedded Excel
spreadsheet. The examiner might be able to find the Excel file from
which this table was taken and examine the calculations used to
generate the information presented in the Word document.
Examiners might find Adobe Portable Document Format (PDF) files that
actually are Office documents converted to this format. The examiner
can inspect a PDF’s metadata to identify the author of the document
(the person who converted it), the creation time (the date at which it
was converted), the original document’s name, and the software used to
produce the PDF document.
24

Based on Technology’s increasing role in anti-fraud efforts, JEAN-FRANÇOIS LEGAULT, Association
of Certified Fraud Examiners, 2011.
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Exchangeable image file format (Exif) is a specification for the image file
format used by digital cameras. It uses the existing JPEG format used
by most digital cameras but contains additional metadata tags, which
include:
• Manufacturer and model
• Creation date and time of the photograph
• Exposure time, aperture, flash used, ISO equivalent
Modern cameras and smart phones store Global Positioning System
(GPS) coordinates in Exif tags in a JPEG’s metadata. This information,
known as geotagging, can be extremely useful to find where and when
specific events occurred.
Unlike application metadata, which is embedded in the file it describes,
system metadata is stored externally on an organization’s system. This
includes elements such as the name of the file; its location on the
system; its size; the user who created the file; and the dates of creation,
modification, and access.
Application and system metadata are two distinct sources, so they can
yield different information. For example, application metadata indicates
the author of a document is ‘John Doe,’ but the system metadata shows
the document was created by ‘Jane Doe.’ One explanation: ‘John Doe’
could have authored the document on one computer and sent it to
‘Jane Doe’ by e-mail who then saved it to her computer. As a result,
the document’s author remains ‘John Doe’ but the person who created
it on the system is ‘Jane Doe.’

ANNEX 2. GLOSSARY & EXPLANATION OF TERMS

ADDRESS
The term address is used in several ways.
• An Internet address or Internet Protocol (IP) address is a unique
computer (host) location on the Internet.
• A Web page address is expressed as the defining directory path to
the file on a particular server.
• A Web page address is also called a Uniform Resource Locator, or
URL.
• An e-mail address is the location of an e-mail user (expressed by the
user’s e-mail name followed by an ‘at’ sign (@) followed by the user’s
server domain name).
ARCHIVE FILE
A file that contains other files (usually compressed files). It is used to
store files that are not used often or files that may be downloaded from
a file library by Internet users.
BIOS
Basic Input Output System. A program stored on the motherboard that
controls interaction between the various components of the computer.
BOOT
To start a computer, more frequently used as‘re-boot’.
BOOT DISK
Refers to a disk that contains the files needed to start an operating
system.
CDF
Channel Data Format: a system used to prepare information for Webcasting.
CMOS
Complementary Metal-Oxide Semi-Conductor. It commonly holds the
BIOS preference of the computer through power off with the aid of a
battery.
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CRC
Cyclic Redundancy Check. A common technique for detecting data
transmission errors.
CRYPTOGRAPHY
The process of securing private information that is sent through public
networks, by encrypting it in a way that makes it unreadable to anyone
except the person or persons holding the mathematical key/knowledge
to decrypt the information.
DATABASE
Structured collection of data that can be accessed in many ways.
Common database programs are: Dbase, Paradox, Access. Uses: various
including – address links, invoicing information, etc.
DELETED FILES
If a subject knows there are incriminating files on the computer, he or she
may delete them in an effort to eliminate evidence. Many computer users
think that this actually eliminates the information. However, depending
on how the files are deleted, in many instances a forensic examiner is
able to recover all or part of the original data.
DIGITAL SIGNATURE
Use of cryptography to provide authentication of the associated input,
or message.
DONGLE
A term for a small external hardware device that connects to a computer
to authenticate a piece of software; e.g. proof that a computer actually
has a licence for the software being used.
ENCRYPTION
The process of scrambling, or encoding, information in an effort to
guarantee that only the intended recipient can read the information.
E-MAIL HEADER
E-mails come in two parts – the body and the header. Normal header
information gives the recipient details of time, date, sender and subject. All
e-mails also come with (usually hidden) extended headers – information
that is added by email programs and transmitting devices – which
shows more information about the sender that is in many circumstances
traceable to an individual computer on the Internet.

Annex 2. Glossary &

explanation of terms

55

FREE SPACE
File clusters that are not currently used for the storage of ‘live’ files,
but which may contain data which has been ‘deleted’ by the operating
system. In such cases, whole or part files may be recoverable unless the
user has used specialist disk cleaning software.
HOST MACHINE
For the purpose of this document, a host machine is one which is used
to accept a target hard drive for the purpose of forensically processing.
HUB
A central connection for all the computers in a network, which is usually
Ethernet-based. Information sent to the hub can flow to any other
computer on the network.
IMAGING
Imaging is the process used to obtain all of the data present on a storage
media (e.g. hard disk), whether it is active data or data in free space,
in such a way as to allow it to be examined as if it were the original
data.
IMEI
International Mobile Equipment Identifier. A unique 15-digit number that
serves as the serial number of a GSM handset.
IMSI
International Mobile Subscriber Identity. A globally unique code number
that identifies a Global System for Mobiles (GSM) handset subscriber to
the network.
LINUX
An operating system popular with enthusiasts and used by some businesses.
MAGNETIC MEDIA
A disk, tape, cartridge, diskette or cassette that is used to store data
magnetically.
MS-DOS
Microsoft Disk Operating System. Operating system marketed by Microsoft.
This was once the most common operating system in use on desktop
PCs, which automatically loads into the computer memory in the act of
switching the computer on. Often only referred to as DOS.
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ORB
A high capacity removable hard disk system. ORB drives use magneto
resistive (MR) read/write head technology.
PCMCIA CARDS
Similar in size to credit cards, but thicker. These cards are inserted into
slots in a Laptop or Palmtop computer and provide many functions not
normally available to the machine (modems, adapters, hard disks, etc.)
PORT
The word port has three meanings:
• Where information goes into or out of a computer, e.g. the serial port
on a personal computer is where a modem would be connected.
• In the TCP and UDP protocols used in computer networking, a port
is a number present in the header of a data packet.
Ports are typically used to map data to a particular process running on
a computer. For example, port 25 is commonly associated with SMTP,
port 80 with HTTP and port 443 with HTTPS.
• It also refers to translating a piece of software to bring it from one
type of computer system to another, e.g. to translate a window
programme so that it will run on a Macintosh.
PUBLIC DOMAIN SOFTWARE
Any programme that is not copyrighted.
PUK
Personal Unblock Key. PUK is the code to unlock a GSM SIM card
that has disabled itself after an incorrect PIN was entered three times
in a row.
RAM
Random Access Memory is a computer’s short-term memory. It provides
working space for the PC to work with data at high speeds. Information
stored in the RAM is lost when the PC is turned off (‘volatile data’).
REMOVABLE MEDIA
Items e.g. floppy disks, CDs, DVDs, cartridges, tapes that store data and
can be easily removed.
The cards are non-volatile – they retain their data when power to their
device is stopped – and they can be exchanged between devices.
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SHAREWARE
Software that is distributed free on a trial basis with the understanding
that, if it is used beyond the trial period, the user will pay. Some
shareware versions are programmed with a built-in expiration date.
SMARTCARD
Plastic cards, typically with an electronic chip embedded, that contain
electronic value tokens. Such value is disposable at both physical retail
outlets and on-line shopping locations.
SWITCH
A typically a small, flat box with 4 to 8 Ethernet ports. These ports
can connect to computers, cable or DSL modems, and other switches.
A switch directs network communications between specific systems on
the network as opposed to broadcasting information to all networked
connections.
SYSTEM UNIT
Usually the largest part of a PC, the system unit is a box that contains
the major components. It usually has the drives at the front and the
ports for connecting the keyboard, mouse, printer and other devices at
the back.
UNIX
A very popular operating system. Used mainly on larger, multi-user
systems.
USB STORAGE DEVICES
Small storage devices accessed using a computer’s USB ports, that allow
the storage of large volumes of data files and which can be easily
removed, transported – and concealed. They are about the size of a
car key or highlighter pen, and can even be worn around the neck on
a lanyard. They now come in many forms and may look like something
entirely different such as a watch or a Swiss Army knife.
USIM
An enhancement of the Subscriber Identity Module (SIM) card designed
to be used in Third Generation (3G) networks.
VIRTUAL STORAGE
A ‘third party’ storage facility on the internet, enabling data to be stored
and retrieved from any browser. Examples include GDrive, One Drive,
DropBox, etc.
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WIRELESS NETWORK CARD
An expansion card present in a computer that allows cordless connection
between that computer and other devices on a computer network. This
replaces the traditional network cables. The card communicates by radio
signals to other devices present on the network.
ZIP DRIVE/DISK
A proprietary 3.5-inch removable disk drive produced by Iomega. The
drive is bundled with software that can catalogue disks and lock files
for security.
ZIP
A popular data compression format. Files that have been compressed
with the ZIP format are called ZIP files and usually end with a .ZIP
extension.
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